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ABSTRACT

Aims: This paper addresses critical security challenges of the smart power grid due to the
tight coupling between cyber and physical systems. It features approaches to inform
utilities, policymakers, researchers, and consumers about practices to reduce the risks
from cyber attacks.
Study Design: The paper introduces key cyber-physical systems and standards of the
smart grid; identifies the security threats; and shows the need for protection at various
levels of the power grid. A risk-based approach has been proposed, which could be
implemented to achieve the vision of a secure smart grid infrastructure.
Place and Duration: The study was carried out in Ottawa, Ontario, Canada during the
period of January 2012 to January 2013.
Methodology: Risk in the context of the smart grid, security threats, priorities, and
countermeasures have been presented and a combined framework for risk management
that can be translated into continuous security improvement programs has been proposed.
Conclusion: The proposed framework calls for a coordinated assessment of cyber and
physical risks keeping the whole grid security goals in mind. Integrated risk management
approaches are significantly needed to efficiently guide resource allocations and optimize
practices at all levels of the smart grid platform to identify the risk, measure it, minimize it,
and finally engineer out the risks by the use of available resources, to an acceptable and
approved standards.
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1. INTRODUCTION

Electric power systems are very complex interconnected networks which include a series of
independently operating regional grids that would greatly benefit from the optimization that
comes with interconnection provided by the smart grid. The smart grid has been described
by IEEE [1] as “a next-generation electrical power system that is typified by the increased
use of information and communication technologies (ICT) in the generation, delivery, and
consumption of electrical energy”.

The objective of transforming the current power grid into a smart grid is to provide
reliable, secure, and high-quality electric power to digital societies in an environmentally
friendly and sustainable way [2, 3]. However, there are lots of grid assets that run on legacy
systems that cannot be replaced overnight, and with the rise of the smart grid, more of them
are being connected to existing utility information technology (IT) systems, adding
succeeding layers of functionality and capability that connect, in one way or another, to the
internet at large. ICT is the key, but it is only a means to an end. What is not explicitly stated
here, but is equally important, is that a fully developed smart grid concept includes in
addition to smart meters, technologies at both the transmission and distribution levels and
extends to both hardware and software, such as monitoring and control systems, as well as
primary equipment like transformers and relays. Under this model, the smart grid should be
adaptive, with less reliance on operators, especially in responding rapidly to load changing
conditions; efficient, by reducing the cost to produce, deliver, and consume electricity;
predictive, by identifying potential outages before they occur; integrative, in terms of real-
time communications and control functions; interactive between customers, suppliers, and
markets; reliable, by reducing the cost of interruptions and power quality disturbances; and
secure, by reducing the probability and impact of attacks.

The smart grid will introduce millions of intelligent computing components that
communicate in two-way communication [4]. As such, how to address networking security
risks are critically important in the design of communication networks for the smart grid.
Potential networking intrusion caused by intentional attackers may lead to a variety of
consequences [5], from customers’ information leakage to a cascade of failures, such as
power outage and destruction of infrastructures.

There have been several literature reviews and surveys touching upon the topics of smart
grid security [6-10]. This paper features approaches to inform utilities, policymakers,
researchers, and consumers about practices to reduce the risks from cyber attacks in the
pursuit of the smart grid. Various cyber and physical technologies have been identified in
Section 2. Section 3 presents standards that guideline the implementation of the smart grid.
Section 4 discusses risk in the context of the smart grid. Cyber attacks, security priorities,
and countermeasures have been presented in Section 5. Section 6 proposes a risk
management strategy to mitigate the anticipated security risks. Finally, Section 7 concludes
the paper with future research directions.

2. CYBER-PHYSICAL SYSTEMS

Cyber-physical systems (CPS) are integrations of hardware, software, networking and
protocols, control, and physical processes. Innovation of the electric grid is being
modernized and tends to deal with the challenges more proactively by using state-of-the-art
technological advances in the domain of CPS [11]–[13]. While the smart grid system is
basically made up of four traditional components including generation, transmission,
distribution, and utilization, many new applications that rely on ICT infrastructures are
common between these components. In the distribution component, customers use smart
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devices (for example, smart appliances, electric vehicles) and probably renewable energy
sources such as solar panels and wind turbines, and their usage of electricity will be
measured by smart meters. Fig. 1 shows the typical components of the smart power grid.

Fig. 1. Typical components of a typical smart power grid.

2.1 Information and Communication Technologies

A communication system is the key component of the smart grid infrastructure [14]. With the
integration of advanced technologies and applications for achieving a smarter electricity grid
infrastructure, a huge amount of data from different applications will be generated for further
analysis, control and real-time pricing methods. Hence, it is very critical for electric utilities to
define the communication infrastructure requirements to handle the output data and deliver a
reliable, secure, and cost-effective service throughout the total system [15]. Fig. 2 provides
an overview of the smart grid communication landscape.

Various ICTs supported by two main communications media, wired and wireless, can be
used for data transmission within the smart grid. Wireless networks are commonly used in
the current smart grid deployments. The wireless solutions can be either licensed or
unlicensed, depending on the needs of the utility. For the highest reliability, licensed should
be the choice. Each of the above options has their advantages and disadvantages, but what
is consistently true is the need to have a scalable security solution [16].

Two types of information infrastructure are needed for information flow in a smart grid:
first flow is from electrical appliances to smart meters and second from smart meters to
utility’s data centers. As suggested in [17], the first data flow can be accomplished through
power line communication or wireless communications, while cellular technologies or the
internet can be used for the second flow. Table 1 shows the main communications
technologies and their specifications.

Advanced metering infrastructure (AMI) is viewed as a foundational-enabling technology
for the smart grid. The implementation of AMI solutions (smart meters/modules, AMI server,
meter data management (MDM) and software, core AMI transport infrastructure and
backhaul communications) in the power distribution system has the potential to benefit both
energy suppliers and consumers. The smart meter is one of the core components of the AMI
that is in constant communication with the electric utility, retrieving real-time prices and



British Journal of Applied Science & Technology, 2(x): …………. 2013

transmitting real-time demand upstream. The energy suppliers may benefit by more efficient
meter reading, less maintenance cost, and outage location identification. Consumers will
also have new opportunities to reduce their energy costs by taking advantage of real-time
energy pricing, off-peak rates, and other available programs. In general, AMI solutions can
be built around: wireless, power line carrier (PLC), and fiber optics. Part of the issue is that
there will not be fiber, or even wired Ethernet, everywhere. Thus, some part of the
communication must be wireless, bringing us to the point that radio frequency (RF) devices
inherently require additional security considerations.

There are also many data exchange protocols used between entities such as
transmission control protocol (TCP)/Internet protocol (IP), hypertext transfer protocol
(HTTP), and file transfer protocol (FTP) which are widely used in the global information
technology domain.

Fig. 2. Smart grid communication infrastructure and examples of technologies.

2.2 SCADA System

The control system within the electric grid consists of multiple mechanisms used to manage
the grid’s reliability and efficiency. The grid’s control mechanisms can be divided into two
main systems:  centralized control centers and those distributed into the substations [18].
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The centralized control which is at the core of the smart grid is configured by the
supervisory control and data acquisition (SCADA) system, which collects measurements and
device statuses from field devices, forwards operator commands to various field devices,
and manages historic data about system operations. The SCADA communications occurs
between the SCADA servers and software-based remote terminal units (RTU) located within
each substation. It uses the IEC 61850 standard to access data from substation and field
devices. The SCADA server polls the status of the substation’s various devices every
second and displays the acquired information to the operator through the human machine
interface (HMI).

SCADA has been used before the advent of the network system. With the smart grid,
there are several cases that added additional network environment to legacy SCADA
system. Accordingly, the importance of network security increases continuously.

Table 1. Main communication technologies for the smart grid
Technology Specifications Suitability for Smart Grid
GSM 900-1800 MHz; 14.4

Kbps; 10 km.
Suitable for AMI; demand response (DR), and
home area network (HAN)

3G 1.92-1.98 GHz, 2.11-
2.17 GHz; 10 km.

Licensed; suitable for AMI; DR, and HAN;
costly fee!

WiMax 2.5 GHz, 3.5 GHz, 5.8
GHz; 5 km (NLOS), 50
km (LOS)

DR; Wireless automatic meter reading
(WMAR) as part of utility AMI.

ZigBee 868-915 MHz, 2.5 GHz;
250 Kbps; 50 m; 1 mW.

Unlicensed; most suitable standards for smart
grid low- power residential network domain:
HAN.

GPRS 900-1800 MHz; 170
Mpbs; 10 km.

AMI; HAN; DR.

PLC 1-30 MHz; 3 Mbps; AMI and HAN
GSM: Global system for mobile communication. 3G: Third generation. WiMax: Worldwide
inter-operability for microwave access. GPRS: General packet radio service.

2.3 Substations

In any grid, there are thousands of transmission and distribution substations which have
various levels of automation, where automation is indirectly related to security because
increased automation implies increased computer-controlled electronics and software, which
tends to increase the potential for cyber security weaknesses.

Accessing the substation could be through the user interface and/or intelligent electronic
devices (IEDs). Cyber security of IEDs in the substations has been recognized as a critical
issue for the smart grid [19]. There are possible cyber-physical system vulnerabilities in a
substation including unsecured standard protocols and unauthorized remote access to IEDs.
Some substation IEDs and user interfaces have a web server therefore it may provide a
remote configuration change and control with default passwords. Even if firewalls and
cryptography schemes are used for security, weak security key management cryptography
and misconfigured firewalls are still exposed to intruders.
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3. SMART GRID STANDARDS

There are a variety of technological solutions for smart grid that have been developed or are
still in the development process. However, the key challenge is that the overall grid system is
lacking widely accepted standards and this fact limits the integration of smart meters, smart
devices, and renewable energy sources and constrains the interoperability between them.
The adoption of interoperability standards for the overall system is a critical prerequisite for
making the smart grid a reality. Seamless interoperability, robust information security,
increased safety of new products and systems, compact set of protocols and communication
exchange are some of the objectives that can be achieved with smart grid standardization
efforts [20]. There are many regional, national, and international attempts towards achieving
this goal. An overview of currently implemented smart grid standards is given in Table 2.

Table 2. Smart grid standards
Standard Description
IEEE P2030 Interoperability with end-use applications.
IEEE P1901 Power line communications for appliances.
IEEE 929-2000 Utility interface of distributed generation (DG) systems.
IEEE 1547-2003 Interconnecting DG and storage information.
IEC61970 Energy management for enterprise applications.
IEC 61969 Energy management for DG.
IEC 61968 Integration of a utility enterprise.
IEC 61850 Communications for transmission, distribution, and substations.
IEC 60870-6/TASE.2 Data exchange between utility control centers.
ITU-T G.9955/G.9956 Physical/data link specification within AMI.
IEC 62351 Security for IEC 61850.
IECTC57 Control and communications.
ISO/IEC 15408 IT security.
HomePlug Connecting appliances within HAN.
ISA100.11a Wireless systems.
ANSI 12.18 Data transportation via infrared within AMI.
ANSI C12.19 Meter data communications.
Z-Wave Wireless communications.
ZigBee Wireless communication based on IEEE 802.15.
NISTIR 7628 Cyber security.
PRIME Multi-vender interoperability within AMI.
G3-PLC Interoperability and cyber security.

4. RISK IN THE CONTEXT OF SMART GRID

Risk in the context of smart grid may be defined as the probability of a threat agent exploiting
vulnerability to cause harm to a computer, network, system, or utility, and result in
operational and business consequences. Cyber security risk is difficult to measure even in a
static environment because it is a complex function of threat, vulnerabilities, and
consequences. The following equation attempts to correlate elements of risk [21-23].

(1)  CPPR EA  1
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R represents the level of risk assumed, or the level of risk that still remains after accounting
for threat, consequence and protection mechanism. It is a value between 0 and 1
representing the combined probability that the system will be attacked, the effectiveness of
the system, and the consequence of a successful attack.

PA is the likelihood of attack, with a maximum of 1 if the probability of attack is set at
100%. With the level of threat against the grid is high, it is safe to say that the probability of
an attack on grid infrastructure is large.

PE is the probable effectiveness of the security in place to protect the system. While (1-
PE) measures the lack of security mitigation (vulnerability). The vulnerability depends on the
grid’s cyber supporting infrastructure. This typically entails all the computers, software
platforms, networks, protocols, and other resources required to support grid control and
monitoring functions. The grid supporting infrastructure is currently overwhelmed with
vulnerabilities due to its heavy dependency on legacy systems, which were not designed
from a security perspective. C is a value between 0 and 1 that rates the consequence of a
successful attack. The risk of a cyber attack is dependent on the impact that the attack has
on the power systems. This will mostly be determined by how the various cyber
vulnerabilities impact the grid’s various power applications. PE may be expanded to

(2)

Where, PI is the probability of interception and PN is the probability of neutralization of a
given threat. PI determines how likely an attack is to be discovered and a response initiated.
Once a response has been initiated, PN helps determine how effective that response will be
in stopping the attack.

Like the rest of the variables in Eq. (1), C is a value between 0 and 1 indicating the
impact a successful attack would have on the system. It is important to understand what
assets would have the largest impact if lost, damaged or destroyed and then protect them
accordingly.

In general, three parameters attributes to help determine consequences: geographical
size of the impact CA (international, national, regional, local); time to recover CT (permanent,
years, months, days, hours); and cost to recover CC (very high, high, medium, low, very low).
Understanding the asset and knowing the impact values for each attribute makes it possible
to calculate C using Eq. (3).

(3)

5. CYBER-PHYSICAL SECURITY

Security refers to the degree of protection afforded to the system from deliberate attacks.
Smart grid security involves an architecture that includes security from the beginning,
consists of more than just protective devices such as firewall, and engages processes as
well as products. This includes physical assets (power, sensing, control, and communication
technologies), policy, market, and management; and IT including cyber and data.
Interconnection among all above requires secure automated information exchange and
intelligent decision throughout the entire power grid.

NIE PPP 

)1()1()1(1 CTA CCCC 
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5.1 Cyber Attacks

Threats to smart grid critical infrastructure could be of many forms as shown in Table 3 [26]-
[31]. To make an analysis based on attack, we may build a frame of main risk factors for
cyber-physical security that may cover any sector of the smart grid. The ISO/IEC Standard
15408 (Table 2) (Common Criteria—Fig. 3) includes a security risk model showing the value
relationship of owners to their assets.

Table 3. Forms of cyber attacks on the smart grid
Form Description
Protocol ICCP, IEC 61850, DNP3, could be potentially exploited to launch

attacks if they are not secured properly.
Routing Attack on the routing infrastructure of the Internet.
Intrusion Exploiting vulnerabilities in the software and communication

infrastructure of the grid such as gaining access to substation HMI
bypassing security controls (firewalls, system passwords).

Denial of Service
(DoS)

Attacks that target availability by flooding the communication
network or the server with huge volumes of traffic, thus denying
service to users.

Malware Malicious software that exploits vulnerabilities in system software
and hardware.

Application Attack on EMS, such as power consumption auto-monitoring,
economic dispatch, optimal power flow, adaptive protection, relay
protection schemes, electricity real-time pricing, etc.

Insider An insider abuses their current system.

To launch an attack, a threat agent must first exploit entry points, and upon successful
entry an adversary can deliver specific attacks on the grid infrastructure. The extensive grid
networks provide potential entry points including access through infected devices and poorly
configured firewalls.

Research on the SCADA testbed has identified numerous cyber vulnerabilities and
contributed to the production of SCADA-specific security assessment methodologies [24]. A
control system malware called Stuxnet was found in July 2010 [25]. Steps of Stuxnet attack
after intrusion attempts are based on change of the file system, setting, and status. This
malware, targeting vulnerable SCADA systems to induce physical consequences, raises
new questions about power grid security.

Fig. 4 presents a scenario for a possible Stuxnet intrusion into the SCADA systems. Such
systems are not usually connected to the Internet, but the Stuxnet worm could spread via
infected mountable drives plugged into USB ports. It is common to find a network bridge
between SCADA systems and corporate networks (TCP/IP), which might be used to extract
data for producing reports. This creates scenarios where the SCADA networks are not
completely isolated anymore. Stuxnet makes complex modifications to the infected system.
By taking control of the environment, the worm may run equipment and adjust settings. In
extreme circumstances, it could even cause complete failure or explosions. Protecting
against attacks on SCADA networks is a challenging task, given the wide range of attack
mechanisms, the decentralized nature of the control, and the lack of coordination among
various systems in the electric grid.

Another cyber vulnerabilities exist at wireless devices used in AMI located on the
customers’ premises which are outside the utility’s physical security perimeter; accordingly,
they are at high risk of compromise. Attackers can extract data from the memory of these
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devices including secret keys used for network authentication and device memory to insert
malicious software. Once the device is compromised it can be used to attack other parts of
the smart grid by communicating through the network. Many compromised smart meters or
data collector nodes could be programmed by the attacker to simultaneously send
messages that cause power demand to be reduced and then to be increased dramatically.
These phony messages could cause grid instability and power outages.

Fig. 3. Security model based on ISO/IEC Standard 15408.

5.2 Security Priorities

In general, information security requirements for a system include three high-level security
priorities: confidentiality, integrity, and availability. Confidentiality prevents an unauthorized
user from obtaining secret or private information. Integrity prevents an unauthorized user
from modifying the information. Availability ensures that the resource can be used when
requested [10] and is the most important security objective. Integrity of data is clearly
important in general, but since so many different types of interactions are taking place in the
smart grid, the integrity requirements will need to be specific to a particular application.
Attacks targeting availability, or DoS attacks, attempt to delay, block or corrupt the
communication in the smart grid. Attacks targeting data integrity can be regarded as more
sophisticated attacks. The target of the attacks can be customer’s information, corporation
data, and electric market information where confidentiality is critical.
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5.3 Countermeasures

Utilities need to analyze the potential threats in order to verify which apply to its environment.
Such analysis may help in the selection of suitable countermeasures needed to reduce the
relevant risks to acceptable levels. Countermeasures are usually implemented for the
purpose of reducing vulnerabilities and meeting security policy requirements. The challenge
is to establish countermeasures that restrict a threat agent from exploiting a known threat
against vulnerabilities. It is important to note that any security countermeasure implemented
in the smart grid should not impede power availability. Key management and secure
communication architecture are vital countermeasures for cyber security. Shared secret keys
or multi-factor authentication may be used to achieve secrecy and authenticity for
communication.

Efforts have been made in the power community to develop secure protocols for power
grids. Distributed network protocol 3 (DNP3) is currently extensively-used for substations.
Security functionalities has been implemented for DNP3 by modifying the original protocol to
introduce security mechanisms to the DNP3 stack and by inserting a security layer between
the TCP/IP layer and the DNP3 protocol stack. Another protocol, IEC 61850, comes without
its own security mechanisms but relies on IEC 62351.

Network approaches are primary countermeasures to detect, mitigate and eliminate
DoS attacks that actively lead to network traffic dynamics. However, they are much less
effective to deal with attacks targeting integrity and confidentiality that cause negligible effect
on the network performance. Encryption is an elementary cryptographic method to achieve
secure communication and information protection for any information system [32].

Special attention should be paid to insider threats within utilities and those
organizations that provide services using consumer energy consumption information.

Another way to fight attacks is to bring more of the smart grid into the realm of
standards-based technologies, where there is a depth of expertise and support for securing
critical networks.

6. SECURITY RISK MANAGEMENT

Having framed the security risk context, we now move to measures and manage those risks.
Risk management is about discovering critical assets and realizing their weaknesses, loss
expectation, and the suitable risk mitigation approaches for ensuring their sustained value.
Consequently, risk management involves choosing among alternatives to reduce the effects
of risks.

Risk management efforts can address infrastructure and application perspectives of the
smart grid domains including customer (HAN), grid (power system, LAN and WAN), and
services (data and enterprise). Infrastructure enhancements will primarily involve
conventional cyber security protections such as cryptography, access control, and
authentication mechanisms that can provide both adequate security, high availability, and
can be easily integrated with legacy systems.
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Fig. 4. Scenario for a possible Stuxnet intrusion into the SCADA systems.

6.1 Unified Framework

For the utility, security start with defining a risk management framework that will be used to
identify threats and vulnerabilities; assess the effectiveness of existing controls in mitigating
the risks; recommend new controls to mitigate the risks to a level acceptable to the utility and
public; periodically repeat this process to account for changes in the threat situation; and set
up policies that address human behaviour, which is the basis for all security risks.

Inspired by CAN/CSA Q-634-91 [33], Fig. 5 presents a unified framework for risk
management in all domains. This combined framework demands interactive and step-wise
actions to reduce the overall risks. Such a framework calls for a coordinated assessment of
cyber and power grid risks keeping the whole grid security goals in mind. When a risk is
identified, a risk strategy can be applied whether to avoid it, accept it, or reduce its impact.
More than one risk strategy may be applied in a given situation. While best strategies are
applicable to all environments, utilities may discover that some are less relevant to a
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particular situation. The specific implementation details differ according to the purpose,
technology road map, available resources, and other factors.

Fig. 5. Risk management framework for the smart grid.

The unified process of risk management comprises of several steps including: risk
identification and threat characterization; risk analysis; risk planning including level of risk
acceptance; risk prioritization based on objectives; periodical risk tracking; risk monitoring
including countermeasures; and risk communication to the management, stakeholders ,and
organization. The risk management process must enable sound decision making. Since
threats cannot be totally eliminated, the process must focus on vulnerabilities and risk
actions.

The most important elements in the risk management process in relation to improve
security of the smart grid are risk identification and assessment of control effectiveness.
Conventional vulnerability assessment techniques such as penetration testing and
vulnerability scanning are not suitable for this environment as they often trigger failures in
legacy systems. Approaches to achieve safer and more reliable assessments are needed to
ensure that critical cyber-physical assets are protected from attacks.

In view of the integration of the cyber and physical assets, unified and interoperable
solutions are essential to assure communication and information among various systems of
different media and topologies found in the smart grid.

Even though power systems are increasingly being designed and implemented using
cyber standard hardware and software platforms and network protocols, they need to fulfill
very different risks, priorities, performance, and reliability requirements as shown in Fig. 6.
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Fig. 6 Risk management based on priorities for physical and cyber assets.

6.2 Risk Impact

The criticality of cyber vulnerabilities should be evaluated based on their ability to impact
either the physical power system or supporting cyber functions such as system outage,
billing, or market data. The concept of impact has been discussed in [34]. The evaluation of
the physical system should include analysis of the power applications and their ability to
impact the power system. This analysis may be carried out using power system simulation
techniques to quantify steady state and transient performances including power flows and
variations in grids stability parameters in terms of voltage, frequency, and rotor angle [10].

Developing a secure system requires that both applications and supporting infrastructure
are designed to be attack resilient. Therefore, it is critical to address redesign the grid’s basic
control mechanisms and algorithms to provide an initial layer of attack resilience throughout
the grid [35]. Finally, being able to translate the risk assessment into continuous security
improvement programs is a key part of the cyber-physical security agenda.
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7. CONCLUSION AND FUTURE RESEARCH

Integrated risk management approaches are significantly needed to efficiently guide
resource allocations and optimize practices at all levels of the smart grid platform to identify
the security risk, measure it, minimize it, and finally engineer out the risks by the use of
available resources. The risk management process will proactively monitor risks throughout
the system and modify processes as appropriate.

Incorporating attack prevention, detection, mitigation, and resilience is among the most
important research and development needs for the emerging smart grid. Research initiatives
are required to accelerate the development of standards, protect cyber-physical
infrastructures, secure critical information, and resilience power system applications. The
research need to quantify the potential impact of a cyber-attack on the power grid in terms of
load loss, stability interruptions, equipment damage, and financial cost. The ultimate goal is
to develop a risk modeling framework that incorporates system planning and operational
studies with the dynamics of the physical system and the cyber-based control network.

Finally, a collaborative effort by utilities, research community, and policy makers is
required to achieve the vision of a secure smart grid infrastructure.
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