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ABSTRACT 1 
 2 
Introduction: With the huge growth of social networks, their use is increasing in hospitals 
and clinics and by physicians. However, health professionals are not always aware of the 
risks inherent to the use of these tools. The aim of this study is to analyse the problems 
associated with the use of social media in doctor-patient communication, as well as some 
rules that may help overcoming the potential risks of this situation. 
Methodology: Searches were conducted on Google Scholar, Google and Medline and 
limited to articles published in English, between 2004 and 2014. Thirty articles were selected 
out of 52. Boudreaux’s social media governance website was also used to identify 
institutional policies on social media. 
Discussion and Conclusion: The control of the published information, the regular review of 
the privacy settings and the limiting access to personal information is of great interest not 
only for the physician but also for the profession he/she represents. To ensure that health 
professionals are aware not only of the advantages of using social media but also of the 
disadvantages of the global communication they allow it is required to follow specific rules. 
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1. INTRODUCTION 8 
 9 
Social networks are a set of online tools and applications that focus on the user who 10 
establishes and maintains connections with others on an on going sharing of various 11 
contents.[1, 2]Facebook, Twitterand LinkedIn stand out among the most used social 12 
networks. With more than 1300 million activeusers worldwide, Facebook is the most popular 13 
social network.[3] 14 
 15 
With the tremendous growth of social media, their use in hospitals, clinics and by physicians 16 
is increasing. The incorporation of these networks into medical practice happens not only 17 
because of marketing strategies but also because of the interaction between colleagues and 18 
with patients (existing or prospective ones). With social media, health professionals can also 19 
share medical information quickly, discuss cases and participate in various 20 
events.[1]However, when confronting medicine (sustained in privacy, confidentiality and a 21 
formal doctor-patient relationship) with social media (sustained in sharing, openness, 22 
connectivity, transparency and informality), a large number of ethical and legal issues 23 
arise.[2, 4, 5] 24 
 25 
With this new reality, the line between personal and professional life becomes increasingly 26 
blurred and health professionals are not always aware of the risks inherent to the use of 27 
social media.  28 
 29 
The aim of this study is to analyse the problems associated with the use of social networks 30 
in doctor-patient communication, as well as some guidelines that may help overcoming the 31 
potential risks of this situation. 32 
 33 
 34 
 35 



 

2. METHODOLOGY 36 
 37 
Searches were conducted on Google, Google Scholar and Medline, using the following key 38 
words: social media, social networking, Web 2.0, Health 2.0, Facebook, Twitter, LinkedIn 39 
and online professionalism. 40 
 41 
The search was limited to articles published in English between 2004 and 2014. Publications 42 
before 2004 were excluded because all major social media were founded after that. A 43 
qualitative text analysis was done to select relevant scientific articles on the subject under 44 
study. All articles focusing on the use of social media by physicians and medical students 45 
and on the ethical issues concerning it were included. Thirty articles were selected out of 52. 46 

In terms of social media guidelines, Boudreaux’s social media governance website was also 47 
used to identify institutional policies on social media. The policy documents on social media 48 
related to health associations were all analysed. 49 

 50 
3. RESULTS 51 
 52 
Physicians are increasingly using online communication resources for professional reasons, 53 
while sharing personal thoughts, opinions, photos and videos.[6] Because of that, various 54 
authors suggest the maintenance of two separate online identities (a professional and a 55 
personal). A professional profile should be built with an explicit objective, easily accessible, 56 
and the provided personal information should be minimal. On the other hand, personal 57 
information may be on a personal profile but its disclosure must be careful and restricted to 58 
people with whom the professional wishes to do so.[7, 8] However, most users of social 59 
media question whether this separation is possible and / or desirable, given the openness 60 
and transparency that characterize them, as well as the constantly changing online 61 
searching tools.[6, 9] 62 
 63 
As soon as a post is published the control of its interpretation and replication ceases, even if 64 
subsequently removed. According to their experiences, any user of the social media will 65 
make their judgment, not only about the one who posted it, but also about the institution and 66 
/ or medical community that that person belongs to.[6, 10] 67 
 68 
The disclosure of unprofessional posts can not only blacken the image of the physicians 69 
themselves, but also reduce patients' trust in their colleagues, employers and health 70 
services.[7] In fact, physicians benefit from the prestige and recognition that their profession 71 
has, but their actions, when not appropriate, can undermine the collective image. 72 
 73 
A study on the lack of professionalism demonstrated in the content of American medical 74 
students’ posts on social media revealed several instances of violation of patient’s 75 
confidentiality, photos, sexual suggestive material, comments on consumption of alcohol or 76 
other illegal substances, and use of discriminatory language, and this content could be seen 77 
by any user of the social network in question.[11] The boundaries between freedom of 78 
expression and publication of inappropriate content are not clear. 79 
 80 
Garner and O'Sullivan, in a study on the content posted on Facebook by medical students, 81 
reported that 52% of their sample admitted to publish photographs they considered 82 
embarrassing.[12] 83 
 84 



 

Chretien et al, in a survey applied to 78 medical schools in the United States, found that 60% 85 
of the universities had already reported at least 1 incident resulting from published posts on 86 
social media by their students.[11] 87 
 88 
Go et al questioned 227 directors of surgery residency programs and 62.9% of them 89 
admitted they consider wise to visit the candidate profiles on social media during their 90 
evaluation.[13] 91 
 92 
Regarding Twitter, Chretien KC et al reviewed tweets written by 260 English-speaking 93 
physicians and 3% of them were categorised as unprofessional.[14] On a similar study, 94 
Brynolf A et al analysed tweets written by 237 Swedish health professionals and 2% of them 95 
were categorised as unprofessional.[15] 96 
 97 
Physicians have an ethical and legal obligation to protect patient’s confidentiality. The 98 
widespread sharing of clinical cases through social media makes patients often identifiable 99 
through the details and photographs published. This identification is not very often made 100 
directly through a single post but through the relationship that users can easily establish with 101 
other information previously provided.[7, 16] 102 
 103 
In a 2008 study, Laguet al performed a review of 271 blogs written by physicians and 104 
concluded that 16.6% of them contained information that allowed the identification of the 105 
patients and/or their physician.[17] 106 
 107 
The feeling of closeness and informality transmitted through social networks makes patient’s 108 
friend requests increase. In 2011, Bossletet al reported that 34.5% of the inquired physicians 109 
had already received at least one patient’s friend request on the social network they use.[18] 110 
Regardless of the communication between doctor and patient is offline or online, it should be 111 
consistent and occur between pre-set limits, giving both parties rights and duties.[8] 112 
 113 
Regardless of the acceptance or not of patients’ friend requests on social networks, the 114 
mismanagement of the privacy settings can make the information provided of easy access to 115 
the public. Moreover, although most social media have different levels of privacy settings 116 
available, they frequently change, as well as their terms and conditions, often without 117 
previous notice.[10, 19] 118 
 119 
However, the definition of online privacy becomes a little vague when, while maintaining high 120 
levels of privacy settings, the number of "friends" on social networks is larger than the 121 
number of people whom the physicians keep an offline relationship with.[20] The average 122 
number of Facebook friends is 130.[3]For example, information given to particular patient 123 
online, for a certain reason, starts to be available to any patient who looks for it.[16] 124 
 125 
In a 2008 study, Thompson et al reported that 62.7% of the physicians and medical students’ 126 
Facebook profiles in the United States were public and therefore accessible to any user of 127 
the social network. The same study reported that 70% of respondents had published their 128 
own photographs drinking alcohol and 10-50% of these photographs showed an excess of 129 
consumption.[21] In 2010, MacDonald et al, in a study conducted in New Zealand, found 130 
37% of public profiles of newly graduated physicians.[16] 131 
 132 
Online approaches by patients seeking clinical advice are also increasing and should be 133 
carefully managed. The answer to these approaches is strongly discouraged, so the 134 
physician should only guide the patient to book an appointment for a face-to-face 135 
clarification.[8] 136 
 137 



 

 138 
 139 
4. DISCUSSION 140 
 141 
In response to the arising ethical and legal issues related to the extensive use of social 142 
media, a few professional organizations published guidelines aimed to define the ethical use 143 
of social networking, emphasizing the need to protect patient’s confidentiality, health 144 
professionals’ privacy and maintenance of boundaries in the doctor-patient relationship. 145 
 146 
In analogy to the "carbon footprint" is the idea that any user of social networks creates a 147 
"digital footprint". This "footprint", visible to other users, can have negative consequences 148 
that are also reflected in the patients, colleagues and profession. Thus, the maxim "think 149 
globally, act locally" should also be applied to the online actions of all users of social media. 150 
This challenge is even greater for the generation that is “growing online”, given that in the 151 
future their "digital footprints" may reflect behaviours and ideals with which they no longer 152 
identify. [6, 22] 153 
 154 
Kind et al evaluated 132 American medical schools and found out that although 126 of them 155 
had a Facebook presence, only 13 had social media guidelines.[23] It should be kept in mind 156 
that medical students have the same standards of professionalism than physicians and 157 
universities policies must be reviewed. 158 
 159 
In a study conducted in the United States, 68% of the medical students and health 160 
professionals surveyed did not consider online interaction between patients and doctors to 161 
be ethical.[18] 162 
 163 
Regarding patients’ friend requests, the Canadian Medical Association states that they “can 164 
be referred to the office’s communications protocol, its social media policy and be directed to 165 
the physician’s professional site”.[24] On the same subject, The British Medical Association 166 
suggests that health professionals who received friend requests “should polite refuse and 167 
explain to the patient the reasons why it would be inappropriate for them to accept the 168 
request”.[25] Similarly, the Australian Medical Association recommends to polite message 169 
patients informing them that it is the physician policy not to establish online friendships with 170 
patients.[26] 171 
 172 
The American Medical Association does not discourage the acceptance of friend requests 173 
from patients but advises online separation of personal and professional content while 174 
maintaining appropriate boundaries with patients.[27] The Canadian Medical Association 175 
also advises “to establish both a personal and a professional page and decide beforehand 176 
who will have access to each”. Although the professional profile can contain information 177 
about the practice and general health, identifiable patient information and images should 178 
never be posted online.[24] 179 
 180 
Concerning patient’s health-related questions via instant messaging, the Canadian Medical 181 
Association recommends “to ask the patient to book an appointment and inform the patient 182 
this is necessary to protect privacy and personal health information”.[24] 183 
 184 
The Medical Board of Australia recently developed a social media policy but only 185 
emphasises the idea that “when using social media, health practitioners should remember 186 
that the National Law, their National Board’s code of ethics and professional conduct” apply, 187 
and doesn’t recommend specific guidelines.[28] 188 



 

The Australian Medical Association also emphasises how easily accessible and durable 189 
online information is: “Even if using the most stringent privacy setting, information on social 190 
networking site may still be widely available, including to various companies and search 191 
engines”.[26] 192 
 193 
The Canadian Federation of Medical Students compares social media to a “public forum akin 194 
to an op-ed in a newspaper or a lecture”.[29] Some other guidelines recommend a pause 195 
before the publication of a post in order to promote a little reflection on how the content will 196 
be interpreted by the public.[8, 30] 197 
 198 
Gusehet al recommend four guidelines to be followed by health professionals: to refuse 199 
patients’ friend requests, to avoid adding online collected information to the patients’ medical 200 
records, to avoid publishing personal information and to understand the privacy settings of 201 
the social media they use.[19] 202 
 203 
Besides the need for guidelines to be followed by individual health professionals, it is also 204 
extremely important to create guidelines for teachers, students, clinics and hospitals. Since 205 
colleges are responsible for the younger members of the medical community and, 206 
consequently, for the age group with the largest presence in social media, it is of great 207 
importance for them to establish guidelines based on the "digital footprint" of their 208 
members.[13] 209 
 210 
 211 
4. CONCLUSION 212 
 213 
Health professionals should always consider that patients, colleagues and employers can 214 
easily conduct an online search about them. The control of the published information, the 215 
regular review of the privacy settings and the limiting access to personal information is of 216 
great interest not only for the physician but also for the profession he/she represents. 217 
 218 
It is necessary to follow specific rules to ensure that health professionals are aware not only 219 
of the advantages of using social media but also of the disadvantages of the global 220 
communication they allow. 221 
 222 
To date, no relevant studies on social media other than Facebook have been conducted. 223 
Though this may be due to the novel nature of social media and to the growing Facebook 224 
popularity, the use of other platforms (such as Twitter or LinkedIn) is increasing and such 225 
evaluations would help determine physicians and medical students’ motives, beliefs and 226 
expectations concerning the use of social media.More research on the topic is needed so 227 
evidence-based guidelines could be created and best practices for medical colleges and 228 
physicians could be set. 229 
 230 
 231 
 232 
REFERENCES 233 
 234 
 235 
1. Antheunis ML, Tates K, Nieboer TE. Patients' and health professionals' use of social media in 236 
health care: motives, barriers and expectations. Patient Educ Couns. 2013;92(3):426-31. 237 
2. George DR, Rovniak LS, Kraschnewski JL. Dangers and opportunities for social media in medicine. 238 
Clin Obstet Gynecol. 2013;56(3):453-62. 239 
3. Statistic Brain. 2014. Accessed 21 May 2014. Available: www.statisticbrain.com. 240 



 

4. Henry RK, Molnar A, Henry JC. A survey of US dental practices' use of social media. J Contemp 241 
Dent Pract. 2012;13(2):137-41. 242 
5. Gholami-Kordkheili F, Wild V, Strech D. The impact of social media on medical professionalism: a 243 
systematic qualitative review of challenges and opportunities. J Med Internet Res. 2013;15(8):e184. 244 
6. Mostaghimi A, Crotty BH. Professionalism in the digital age. Ann Intern Med. 2011;154(8):560-2. 245 
7. Visser BJ, Huiskes F, Korevaar DA. A social media self-evaluation checklist for medical 246 
practitioners. Indian J Med Ethics. 2012;9(4):245-8. 247 
8. Farnan JM, Snyder Sulmasy L, Worster BK, Chaudhry HJ, Rhyne JA, Arora VM, et al. Online 248 
medical professionalism: patient and public relationships: policy statement from the American College of 249 
Physicians and the Federation of State Medical Boards. Ann Intern Med. 2013;158(8):620-7. 250 
9. Decamp M, Cunningham AM. Social media: the way forward or a waste of time for physicians? J R 251 
Coll Physicians Edinb. 2013;43(4):318-22. 252 
10. Landman MP, Shelton J, Kauffmann RM, Dattilo JB. Guidelines for maintaining a professional 253 
compass in the era of social networking. J Surg Educ. 2010;67(6):381-6. 254 
11. Chretien KC, Greysen SR, Chretien JP, Kind T. Online posting of unprofessional content by 255 
medical students. JAMA. 2009;302(12):1309-15. 256 
12. Garner J, O'Sullivan H. Facebook and the professional behaviours of undergraduate medical 257 
students. Clin Teach. 2010;7(2):112-5. 258 
13. Go PH, Klaassen Z, Chamberlain RS. Attitudes and practices of surgery residency program 259 
directors toward the use of social networking profiles to select residency candidates: a nationwide survey 260 
analysis. J Surg Educ. 2012;69(3):292-300. 261 
14. Chretien KC, Azar J, Kind T. Physicians on Twitter. JAMA : the journal of the American Medical 262 
Association. 2011;305(6):566-8. 263 
15. Brynolf A, Johansson S, Appelgren E, Lynoe N, Edstedt Bonamy AK. Virtual colleagues, virtually 264 
colleagues--physicians' use of Twitter: a population-based observational study. BMJ. 2013;3(7). 265 
16. MacDonald J, Sohn S, Ellis P. Privacy, professionalism and Facebook: a dilemma for young 266 
doctors. Med Educ. 2010;44(8):805-13. 267 
17. Lagu T, Kaufman EJ, Asch DA, Armstrong K. Content of weblogs written by health professionals. J 268 
Gen Intern Med. 2008;23(10):1642-6. 269 
18. Bosslet GT, Torke AM, Hickman SE, Terry CL, Helft PR. The patient-doctor relationship and online 270 
social networks: results of a national survey. J Gen Intern Med. 2011;26(10):1168-74. 271 
19. Guseh JS, 2nd, Brendel RW, Brendel DH. Medical professionalism in the age of online social 272 
networking. J Med Ethics. 2009;35(9):584-6. 273 
20. Black EW, Thompson LA, Duff WP, Dawson K, Saliba H, Black NM. Revisiting Social Network 274 
Utilization by Physicians-in-Training. J Grad Med Educ. 2010. 275 
21. Thompson LA, Dawson K, Ferdig R, Black EW, Boyer J, Coutts J, et al. The intersection of online 276 
social networking with medical professionalism. J Gen Intern Med. 2008;23(7):954-7. 277 
22. Greysen SR, Kind T, Chretien KC. Online professionalism and the mirror of social media. J Gen 278 
Intern Med. 2010;25(11):1227-9. 279 
23. Kind T, Genrich G, Sodhi A, Chretien KC. Social media policies at US medical schools. Med Educ 280 
Online. 2010;15. 281 
24. Canadian Medical Association. 2014.  Accessed 6 August 2014. Available: www.cma.ca. 282 
25. British Medical Association. Acessed 30 December 2013. Available: bma.org.u. 283 
26. American Medical Association.  Accessed 6 August 2014. Available: ama.com.au. 284 
27. Shore R, Halsey J, Shah K, Crigger BJ, Douglas SP. Report of the AMA Council on Ethical and 285 
Judicial Affairs: Professionalism in the Use of Social Media. J Clin Ethic. 2011;22(2):165-72. 286 
28. Medical Board of Australia.  Accessed 6 August 2014. Available: www.medicalboard.gov.au. 287 
29. Canadian Federation of Medical Students.  Accessed 6 August 2014. Available: www.cfms.org. 288 
30. Leiker M. When to 'friend' a patient: social media tips for health care professionals. WMJ. 289 
2011;110(1):42-3. 290 

 291 
 292 


