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An Analysis of the Effectiveness of Electronic Records Maintenance at Africa

University, Mutare, Zimbabwe

Abstract

The purpose of this study was to assess the maintenance of electronic records at
Africa University. Maintenance of electronic records includes storage, policies,
procedures, security and classification. A case study involving a sample of 33
employees from 3 departments was undertaken. Interviews with the Bursar,
Librarian and the ICT Director were conducted while questionnaires were
distributed to the Library staff, ICT staff and the Accounts office. The study
revealed that themaintenance of electronic records at Africa University is not
effective.

Key Terms: Electronic records Maintenance, ICT, Back up of Electronic Records,

Disaster Recovery Plan.
1.0 Introduction

According to IRMT (2004) Electronic records is recorded information, documents or
data that provide evidence of policies, transactions and activities carried out in e-
government and e-commerce environments. The National Archives of Australia Digital
Recordkeeping Guidelines (2004:13) note that electronic records include word-processed
documents, spreadsheets, multimedia presentations, email, websites and online
transactions. Electronic records can be found in many systems throughout the
organization-including databases and business information systems, shared folders and
hard drives. According to the Victorian Electronic Records Strategy (2002), electronic
records are evidence of organizational activities and are generally the computerised
versions of traditional paper records. Sources of electronic records range from desktop
publications such as Word, Excel, and email, to corporate applications such as financial

systems, human resource systems and corporate databases.

Electronic records management may be defined as that part of records management that
deals with records in electronic form. According to Johnston (2005:132) this includes
'the creation, use, maintenance and disposal of electronically created records for the

purposes of providing evidence of business activities'.
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The unprecedented development and diffusion of electronic computers and related
Information and Communication Technologies (ICTs) has created a situation where
atAfrica Universityalmost every employee has a computer on his or her desk. The
availability of computers implies that at Africa University volumes of electronic records
are created on a daily basis. There is, therefore, a need to assess how these data are

maintained in terms of policies, procedures and practices.

2.0 Research Problem

Taking advantage of the unprecedented development and diffusion of electronic
computers and related Information and Communication Technologies (ICTs) Africa
University has automated most of its operations. This implies that at Africa University
volumes of electronic records are created on a daily basis. However, little is known on
the strengths and weaknesses of current electronic records maintenance policies,

procedures and practices at Africa University. This paper aims at filling this knowledge

gap.

3.0 Literature Review

According to Darlington (2003:1) there has been considerable debate about the
development of the electronic records management as an academic discipline. However,
there seems to be an emerging consensus about the existence of a body of theoretical
knowledge tackling issues of document authentication, archiving, permanent storage,
inactive storage, disposal, information science and principles behind practices such as
retrieval, maintenance, active storage and indexing. All these principles and practices are
affected by the use of Information and Communication and Technologies (ICTs) in
practices such as handling intangible records, physical control and data transformation.
Michalson (2005) describes records maintenance regimes according to their ability to
sustain or preserves records, along with the means to identify and retrieve them easily.
The objective of an effective records maintenance system is to keep authentic, reliable

and usable records.

Electronic Records Management (ERM) has become an essential business activity and an
element of compliance with regulation in many countries. King (1997:656) pointed out
that many business transactions depend on the proper creation and maintenance of

recorded information. The medium on which the recording of information could be done
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may be paper, microfilm, audiotapes, videotapes, photographs, slides, or any computer
readable medium such as computer tapes or disks, compact disks and optical disks. Gold
(1995:1) characterized an organization's management of its records as the corporate
secret weapon and the winning strategy that gives the organization the competitive
edge.Mnjama (2002:34) explains that, despite the fact that universities are continually
being called upon to function in a business-like manner in order to be self-sustaining and
to remain competitive, they overlook the enormous advantages that proper records
management practices could contribute to the achievement of their objectives. Asogwa
(2012) observed that paper and electronic records maintenance systems should contain
metadata (descriptive and technical documentation) to enable the system and the records
to be understood and to be operated efficiently, and to provide an administrative context
for effective management of the records. The record-keeping system, whether paper or
electronic, should include a set of rules for referencing, titling, indexing and, if

appropriate, security marking of records.

State Records NSW (2004) defines records maintenance as a range of processes and tasks
which aim at (1) protecting records from unauthorised access, loss, destruction, theft or
disaster and (2) preserving the integrity of the records over time. Records maintenance
implies also keeping the records accessible when they are needed. Records maintenance
includes activities such as (1) storage of active records i.e. establishing and managing
facilities for records in all formats in or close to office or other work areas; (2) storage of
electronic records i.e. use of online and offline data storage devices; (3) preservation i.e.
establishing and monitoring appropriate environmental conditions for storing different
types of records, implementing safe handling practices, preventing damage to or misuse
of records, or transferring records to a different medium (from paper to microfilm, for
instance); (4) migration i.e. adapting records to new media generated by technology
change in order to keep them accessible over time. This step includes documenting
migration actions. (5) vital records i.e. identifying records and recordkeeping systems
critical to the functioning of an organisation and developing strategies to reduce the risks
of losing or destroying these records; (6) disaster management i.e. identifying and
assessing the risks of disasters affecting records, developing strategies to prevent and
respond to the disasters and devising means of recovering the records in cases of

destruction, theft or damage.
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There are two types of records that can be electronically stored, namely, physical records
and virtual records. According to Duranti (1996) physical records are recording the
location of a record and this is typically managed as collections as collections of boxes
rather than individual documents. This approach is used mostly because of the
difficulties of adding document level information to a database combined with typical
lack of resources for this purpose. Physical records are electronic and stored on media
such as CDs, DVDs, CDROM, USB, External Hard drives and any storage device with a
computer to be accessed. Virtual records, on the other hand, are records that are not
physically stores in a certain media but can be virtually stored on the servers and on
internet. A virtual record consists of pointers to data residing in different locations within
a database, or in multiple databases. While it is possible to see on a computer monitor the
records resulting from the assembly of those data in a meaningful form, these records do
not exist as such until their components are actually joined together in an inextricable
way, that is, until the content of the document is explicitly articulated in a fixed

form.(Duranti, 1995)

The implementation of these models and the maintenance of various types of records
need to be supported by adequate policy. Policy development has been emphasised by
many authors as key to good records management (Kahn 2004:3). Record maintenance
policy would clearly set out the organisation's expectations regarding retention,
individual roles and responsibilities, ownership, control, classification of different
categories of content and privacy ( Myler and Broadbent 2006:3). The failure to capture
and preserve electronic records in eastern and southern African institutions of higher
education have been attributed to lack of policies and procedures, among other factors
(Wamukoya and Mutula 2005:74). Norris (2003:3) reports that not many higher
education institutions in the United Kingdom had well defined and active e-mail
archiving policies in place. In the United States, findings from Duke University show
that lack of defined policies resulted in different capabilities and different levels of e-
mail management, backup, security and privacy usage among faculties (Tibbo and Pyatt
2006:3) Similar problems have been reported at Loughborough University (Norris
2003:3) and at the University of KwaZulu-Natal (Chinyemba and Ngulube 2005:13).
Myler and Broadbent (2006:7) highlighted that once policies have been established the
roles and responsibility of each individual in the organisation needs to be clearly set out

and efforts must be made to ensure that everyone involved understands their roles and
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responsibilities thoroughly for instance, an individual using e-mail would be expected to
identify and categorise e-mail records of value, apply consistently relevant contextual
information and metadata, and ensure their integrity. The institution on the other hand
has the responsibility of providing guidance on categories of e-mail to be retained and
retention schedules, provide viable mechanisms for archiving of records, training and
support to staff and students. Norris (2003:3) emphasizes the duty of care whereby
consideration needs to be given to how people do their jobs, how authority is delegated

and the separation of responsibilities to reduce collusion and potential fraud.

According to Harris (2003) to electronic records maintenance at universities should
operate within the framework of policies, rules and procedures that give guidance to
practice. The purpose of clear policies and procedures is to provide an environment
conducive to proper records maintenance. This is particularly important in an
environment, such as the universities, where the responsibility for electronic records
maintenance is distributed among the individual units with little or no centralized
control. Therefore adherence to proper policies and procedures is essential to provide
broad guidelines in which procedures may be developed in the operations of the
organization. Robek (1995:7) pointed out that “the standardization of clear policies and
procedures is to be realized, and then proper controls must be applied to records during
the different stages they pass through from creation to disposal”. This ensures that
records maintain their value as authentic evidence of activity throughout their life cycle.
Therefore the existence of a policies and procedures is critical in an organization such as

Africa University.

However, putting in place policies is not enough. For effective electronic records
maintenance, all the people involved need to comply with the policies and regulations.
According to Myler (2006:2) there is increasing pressure on organizations to ensure that
their electronic records meet legislative requirements of authenticity, reliability and
originality (Section 25 (Part 1, chapter 3) of the South African Electronics
Communication and Transactions(ECT) Act (South Africa Government, 2002) clearly
regulates document retention, retrieval of critical data and unsolicited communications.
Thelwall (2008:1) highlighted that there are many cases where members of online social
networks have been involved in inappropriate acts, for example posting of obscene

photos, disclosure of personal details of others and use of abusive language (Greenop
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2007:1) acknowledges that literature suggests several factors influencing regulatory
compliance, for instance economic factors such as potential legal/illegal gains and cost of
compliance. Mayne (2006:1) added that “the cost of compliance in electronic records
maintenance is high or perceived to exceed potential liabilities.” Therefore compliance
fails if regulated entities lack cognitive capabilities, understanding or ability to address
environmental influences (psychological factors), compliance of electronic records

maintenance may fail.

4.0 Research Methodology

4.1 Research Design
In this study the researcher used a case study design.

4.2Population and Sampling Techniques

The population was the entire Africa University staff since they all generate electronic
records on a daily basis. However, purposive sampling was used to select three
departments which are key in the management of electronic records. These departments
include Information and Communication Technologies (ICTs), the library and the

Accounts office.

Table 4.2 Table of sampled population

Total Population Total Sample
Heads of Departments 3 3
Library Staff 10 3
Accounts office Staff 5 2
ICT Staff 15 6
Total 33 14

4.3 Research Instruments and Data Collection Procedures.

25 questionnaires were distributed to staff in the three selected departments while in

depth interviews were respectively conducted with the Bursar, Librarian and ICT

6




UNDER PEER REVI EW

193
194

195

196
197

198
199
200

201

202

203
204
205
206
207
208
209
210

Director. Permission to conduct the research was sought for and granted in writing by the

University Registrar.
5.0 Findings and Presentation

5.1 Awareness of Electronic Records Maintenance Policies and Procedures
Figure 5.1 below shows that 8 (33, 4 %) respondents indicated that there was electronic

records maintenance policies and procedures. The highest number, 16 (66, 6%),
indicated that there was no policies and procedures that are followed in the maintenance

of electronic records at Africa University.

Figure 5.1: Electronic Records maintenance policies and procedures awareness

From the interview it has been gathered policies and procedures are there but they are not
always being followed by the staff owing to poor supervision. The problem, therefore,
poor dissemination of information on electronic records policies and procedures.
Concerning the importance of policies and procedures in the maintenance of electronic
records. The majority, 20 (55, 6%) were of the view that these policies and
proceduresmaintain the standards and guide electronic records administrators in the
proper ways of maintaining the records. However only four (11, 1%) pointed to the fact

that records will be preserved in maximum security.
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5.2 Security Systems in Place for Protecting Electronic Records
From all the respondents, only (11) 44% respondents indicated that there are security

systems in place for the electronic records while (14) 56% mentioned that there are no
security systems in place. The results showed in fig 5.2 below demonstrate that the
security systems of electronic records maintenance were unsatisfactory. When looking
closely at these results, theresearcher noted that there are security systems in place for

safeguarding electronic records but there might be lack of information awareness to staff.

Figure 5.2 Security Systems in Place for Protecting Electronic Records

M Yes
= No

Table 5.2 below reveals the reasons most respondents stated on the importance of
security systems. 21% (3) staff indicated that security systems are important for limiting
unauthorizedaccess to electronic records, while 21% also cited that it is also important in
daily backups of the systems so that records are not fraudulently altered. Security
strategies including securing databases (28%) while keeping passwords sage (21%). 7%

suggested that electronic records would be safer if there was aoffsite back up system.
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Respondents

Suggestions Frequency Percent | Valid Percent | Cumulative Percent

daily backups 3 12.0 214 42.9
database

4 16.0 28.6 71.4
security
Safekeeping of
passwords

3 12.0 21.4 92.9

Protecting of

offsite backup 1 4.0 7.1 100.0

media

5.3 Restrictions of the Access to the Sever Room

All respondents indicated that the restriction of access to the server room is a key
security measure. From the interview with the ICT director, it was highlighted that staff
who are authorized to enter the sever room have to use a log book that indicates the time
they have entered the server room and the time they will be out. The ICT Director
pointed out that restrictions of access to the sever room minimizes the possibility of
tempering with the servers by the unauthorised personnel and minimises the pilferage of

electronic media. The University Librarian also highlighted that restriction of access to
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server room protects the confidentiality of records that contains vital institutional
information. The Bursar highlighted that the restriction of access to the server room is
crucial as it also protects media that contains financial and accounting records of the
institutions and minimizes deletion of records either through human error or fraudulent
activity. The ICT Director is aware of the crucial role his department has to play in the
effective security of electronic records at the University. He indicated his willingness to
implement a computerised security system of the sever room. From the questionnaire,
the researcher noted that the staffs have knowledge on the security features for the server
room restriction as the majority of them had cited different reasons for server room

restrictions.

5.4 Backup of electronic records

As shown in Figure 5.4 below24 %( 6) of the respondents indicated that backup of
electronic records is done every day, while 48 %( 12) indicated that backup is done
weekly. The other 24% (6) indicated that they do back up monthly and 4 %( 1) has
indicated that it is done yearly. From these results it showed that backup of electronic
records seems not to be consistent. There is no written standard operating procedure for
the backup of the electronic records that indicates the schedule for backup. Therefore
there is need for supervision for all staff that are administering the maintenance of
electronic records in order to come up with a proper back up policies and procedures that

will be followed by all electronic records administrators.
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Figure 5.4: Backup of Electronic Records

I Daily
[ weekly
|:| Monthly
] Yearly

5.5 Disaster Recovery Plan

As shown in fig 5.5 below, three respondents (12%) indicated that Africa University
have a disaster recovery plan to protect electronic records, while 40 %( 10) indicated that
there is no disaster recovery plan and the other 48 %( 12) are not sure if there is a
disaster recovery plan or not. Looking at the responses from interviews and the ones
from other respondents, it might be clearly said that the institution does not have a
Disaster Recovery Plan to protect electronic records. However, there might be a disaster
recovery plan at Africa University but probably because it is not communicated to the
staffs, most people might not be aware of its existence. This shows that there are

limitations in the way the institution is disseminating information. Therefore,
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transparency in the way of disseminating information should be encouraged so to

promote awareness at the institution.

Figure 5.5 Disaster Recovery Plan

B Yes
B No

OINot Sure
48%

6.0 Conclusion

The study revealed that there is no effective maintenance of electronic records at Africa
University. Staffs are not aware of existing policies and procedures although access to
the server room is restricted. The staffs are aware of the importance of security measures
such as security databases, upholding passwords and keeping off site backup systems.
However, at the implementation level, are discrepancies in the regularity of backup
which indicates that either there is clear policy or the policy which is not there is not
consistently implemented. Most staff are not aware of the existence of a disaster

recovery plan.
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