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Abstract

The purpose of this study was to assess the effectiveness of the management of
electronic records at Africa University. Effective management of electronic
records implies effective creation, distribution, use, storage, securing, backup,
and disaster recovery systems and procedures. At Africa University three
departments, namely, the library, the accounts office and The Information and
Communication Technologies (ICTs) Department are directly concerned with the
maintenance of electronic records. Questionnaires were distributed to 14
employees from these three departments (from a population of 33 employees)
while in depth interviews were conducted with the heads of these department,
namely, the Bursar, the Librarian and the ICT Director. Responses indicated that
maintenance of electronic records at Africa University is not effective.
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1.0 Introduction

This paper aims at assessing how effective are ElRdems and procedures at Africa
University. Africa University is the first fully accredited Wed Methodist-related
institution of higher learning on the African cargnt. It was established by the action of
the United Methodist General Conference in 1992rddwer, Africa University is the
first private university in Zimbabwe (Africa Univaty Prospectus, 2005-2007). Africa

University is located in the Eastern Highlands whZabwe, in a city called Mutare.



2.0 Formulation of the Problem

Taking advantage of the unprecedented developmaedt diffusion of electronic
computers and related Information and Communicafiechnologies (ICTs) Africa
University has automated some of its operationss Thplies that at Africa University
volumes of electronic records are created on & deikis. Africa University electronic
records are stored at the ICT Server Room. Thaswde include the university library
electronic resources, accounts transactions, stuckmords and all university ICT
software. However, little is known on the strersgiimd weaknesses of current electronic
records maintenance systems and procedures ataAffigversities especially in the
areas of storage, security, disaster preparedmespdicies and procedures. This paper
aims at filling this knowledge gap.

3.0Literature Review
According to Johnston (2005:132) electronic recor@intenance implies 'the creation,
use, maintenance and disposal of electronicallyateck records for the purposes of
providing evidence of business activities. Bearnil®96:23) pointed out that like the
maintenance of paper records, the maintenanceeotrehic records depends on their
use. Duranti (1995) highlighted that there are migpgs of storage media for electronic
records, namely, magnetic media, optical disks, REKDM, and DVD. Magnetic media,
commonly used for storage of state records, inclodel disks, external drives, and
magnetic tape. Currently, there are also USB mensticks. Electronic records can
either be stored in network-attached storage dswsoeh as CD/DVD-ROM towers and
in separate storage area networks. The United h&at{@990) is of opinion that
[w]hichever method chosen, the following shouldKke@t in mind when constructing a
storage system”:

* Prevent data loss

» Offer adequate capacity that can easily be incteasestorage needs grow

* Provide fast access to data without interruptions

» Be prepared for equipment failures

» Use cost-effective technologies

Record management implies a series of activitigswimclude the creation, distribution,

use, maintenance and disposition of recorded irdtion maintained as evidence of



business transactions  ht{p://www.aiim.org/What-is-ERM-Electronic-Records-

Managementaccessed on 14 February 2015) The common seate@giERM includes
(1) assigning unique identifiers to individual red® (2) protecting the records from
unauthorised changes, and (3) maintaining audls tvehich show how current records

have evolved and the changes that have been effebtép://www.aiim.org/What-is-

ERM-Electronic-Records-Managemeatcessed on 14 February 2015)

An effective ERM systems ensures that the movenagat location of records are
controlled in a way that any record can be retdewden needed and that there is an

auditable trail of recordable transactiohstd://www.dhsspsni.gov.uk/gmaqr-dEcessed

on the 14th February 2015). Therefore, storageransadation for the records should be
clean, tidy and secure. This prevents the damagieorecords and provide a safe
working environment for the staff. Furthermore,rthes a need for planning for disaster
recovery through backup and migration to new ptatfo

(http://www.dhsspsni.gov.uk/gmagr-4e accessed 1l14tbrdgey 201% Moreover, there

should be archiving policies and procedures whi@etthe twofold aim of preserving
important information and keeping it safe and oderfitial and at the same time making
the information easily accessible when needeitp{/www.dhsspsni.gov.uk/gmgr-4e
accessed on 14th February 2015)

Confidentiality and accessibility can concurrenthe achieved through proper
classification, labelling and indexing files andefinaming. The National Archives of
Australia (2004) defines records classificationtsys as a means of knowing what
records exist and where they are kept in an org#ais It also facilitates easy access to
records. Rasa, (1999) laments that without a pratessification system in place a
governmental body will not be able to obtain a di&g authority. This will prevent the
timeouts disposal of records, which will in the dorun have financial implications.
Without a disposal authority in place all electmmecords created will have to be
migrated across changes in technology to enabta tbebe readable over a long period
of time. National Archives of Australia (1997) ciba reiterates that, “proper
classification system management requires thatetlsfrould be strict control over
making additions to the directory structure or tete folders from the structure”.
Adding folders randomly increases the risk of degtiion. This can cause confusion

when one wants to locate these folders. Deletindefs is a disposal action, which
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should only be allocated to the records manageeisys administrator. Because of the
need to keep records of changes that have beertegffen the filing, classification and
disposal systems, The National Archives of Ausargli994) suggests that records
management software that provides for embeddedgfitnight be the best choice.
Therefore embedded filing happens for example wihenuser clicks the send button
when sending e-mail and the user is automaticalyted to file the message to the
classification system in the repository. Preferatitg records management software that
is chosen should provide the same embedded fafnlitgll documents that are created
electronically. If users are prompted as part & tlormal procedure to file to the
classification system in the repository when thayesa document they might not even

notice that they are managing records.

McLeod (2004) defines document classification &g fprocess of selecting the
appropriate subject from the classification systang assigning the subject identifier to
a specific document. This way all documents areo@ated with a subject in the
classification system. This should preferably beead user task. The National Archives
of Australia (1998) highlighted that iff the endeus send documents to the repository
without classifying them first, the systems adntnaitor/records manager will have to
review all documents sent to the repository andsifia them in order to create proper
records. Without being assigned subjects, documtnats are supposed to be linked
together and read in context will not be able tadieeved as a single unit. It is so that
powerful retrieval tools exist whereby records dam retrieved by using key word
searches. However, practical experience has shbatniftthe correct key word is not
used, records are not retrieved the results okélyeword retrieval are so enormous that
it takes up a lot of time to page through evenyghio find the documents that belong
together.

Robinson (1999) highlighted that classification rsquired in order for disposal
instructions and retention periods to be allocaed classification links paper-based
records to electronic equivalents. It is very intpat that the paper-based records and
the electronic records be classified against thmeséiling plan. This will ensure that
records on a given subject in all media are manageadhst the same retention rules and

that all records on a given subject are retrievadprehensively.



The National Archives of Australia (2004) definembels as essential to identify
electronic media. Labels on a diskette’s jackettej@mal labels) should include the
originating office symbol, title, beginning and émgl dates, what software was used to
create the records (e.g., Mescal or MSWord), and/loait equipment it was produced.”
The Government of New South Wales (2006: 15) s#gisefs on a computer magnetic
tape should include the volume/serial number, thme of the office that created the
data, and data set name(s)”. Identification of aogess restrictions should be included
on any external label. Document, file, and directmaming conventions (internal labels)
should be easily understandable and standardisdths@authors and their colleagues or

successors can find and use information storedsis dr tapes.

According to National Archives of Australia (200%t8e purpose of naming conventions
is that they are particularly useful when sevessge share a computer with a hard disk
if the disk has not been partitioned into individuark directories. Labeling, naming,
and filing conventions should be simple. One effectsystem is to file similar
documents in the same place (on the same labalpgyflor in the same directory on a
hard disk). This avoids the necessity of rummagimgugh a drawer full of diskettes or

searching through multiple directories on a hast db find needed documents.

National Archives of Australia (2004:11) reviewdtht indexing is a more complicated
way to find an electronic document if a classificatsystem is not used. Therefore
adding that indexing system should require the ot creator to indicate the name of
the document, the addressee, the date, and thifieteaf the disk on which it is stored.
An abstract of the document may also be useful.ifitiex can be printed out, or stored
on cards or in a data base management systematreled disketteMutiti (2001) is of
idea that there is need to establish a formalcefivide system for filing, labeling, and
naming electronic records depends on how the irdtion is used. Such a system is
essential if the office plans to maintain recoradely in electronic form, without
converting the information to paper or microfornis.there is a high turnover of
personnel, or if information is shared or routeecgbnically, a formal system may be
particularly advantageous. If information is shared paper, however, minimal
identifying information should be sufficient.



Edward (2004) defines disaster recovery as assthiatghe applications and data can be
recovered and restored in a reasonable timefrane®ribnue running the business and
making patient data available if there is a digastethe primary data centre. The
Government of New South Wales (2004) emphasised ithamportant for the
universities to back up electronic records on aillegbasis to safeguard against loss of
information due to equipment malfunctions, humaroreror other disaster. Disaster
recovery back-up tapes or other media should bedagly as a security precaution and
are not intended to serve as a records retentmnItothe case of disaster, the back-up

would be used to restore lost records.

The Government of New South Wales (2004: 7) highéd that electronic records that
have not met their retention should not be dispagesh the basis of the existence of a
back-up. If for any reason (for instance, a digastases e-mails on an system server),
the only existing copy of an item that has not tetretention period is on a back-up
tape or other medium, the agency must ensure tlatrécord on the back-up is
maintained for the appropriate retention periodoak-up containing record copies or
the only existing copies of records that have rastspd their retention would have to be
retained for the length of the longest unmet révenperiod. Preferably, the records
should be restored to an accessible storage déwpethe back-up to ensure that the
back-up is not used as a records retention todlioh& Archives of Australia (1998)
reviewed that universities IT policies to estahlishd adhere to, a regular cycle of back-

up overwrites based on the agency’s security asastér recovery needs.

Mnjama (2002) summarises the requirements of miginy documentation of all
agency systems that store electronic records asb#és¢ practice for both records
management and information technology; often, bat always, the IT program
maintains such documentation. Documentation does newessarily have to be
completely separate for each and every applicatisfpng as it is sufficient to ensure
preservation and access to all of the recordsddorag as they need to be maintained by
the agency. Agency of Records Management and kaff should work together to
ensure the development of up-to-date documentdtiprll agency electronic records
systems that is adequate to specify all technisatacteristics necessary for reading or

processing the records and the timely, authorizggbdition of records.



4.0 Resear ch M ethodology

4.1 Resear ch Design
The researcher used a case study

4.2 Population and Sampling Techniques

The total population was constituted by 33 emplsyffem the library, the accounts
office, and the Information and Communication Teabgies (ICTs) department. A
sample of 11 employees were purposefully selecésgd on their involvement in ERM
on a daily basis. In addition to the 11 employaesjepth interviews were conducted
with the heads of the respective departments. dtiined from administering
guestionnaires to the employees and interviewieghtads of departments as organised
thematically handling issues of data creation ritstion, use, storage, security, disaster
recovery and policies and procedures. Table 4.dbvbedhows the distribution of the

population and the sample in various Africa Uniitgis departments.

Table 4.1 Table of sampled population

Total Populafio Total Sampl
Heads of Departmer 3 3
Library Stafi 1C 3
Accounts office Sta 5 2
ICT Staif 15 [§]
Total 33 14

4.3 Resear ch Instruments and Data Collection Procedur es.

11 questionnaires were distributed to staff in thieee selected departments while in
depth interviews were respectively conducted witle Bursar, Librarian and ICT
Director. Permission to conduct the research wagtsdor and granted in writing by the

University Registrar.

5.0 Findings and Presentation



5.1 Awareness of Electronic Records M aintenance Policies and Procedures
Figure 5.1 below shows that 8 (33, 4 %) respondewlisated that there was electronic

records maintenance policies and procedures. Thbleki number, 16 (66, 6%),
indicated that there was no policies and procedilnasare followed in the maintenance

of electronic records at Africa University.

Figure 5.1: Electronic Recor ds maintenance policies and procedur es awar eness

From the interview it has been gathered policies@ocedures are there but they are not
always being followed by the staff owing to poopstvision. The problem, therefore,
poor dissemination of information on electronic aets policies and procedures.
Concerning the importance of policies and proceslimethe maintenance of electronic
records. The majority, 20 (55, 6%) were of the vidghat these policies and
proceduresmaintain the standards and guide eléctrecords administrators in the
proper ways of maintaining the records. Howevey daur (11, 1%) pointed to the fact

that records will be preserved in maximum security.

5.2 Security Systemsin Place for Protecting Electr onic Recor ds
From all the respondents, only (11) 44% respotsdemlicated that there are security

systems in place for the electronic records wHik) 66% mentioned that there are no
security systems in place. The results showed gn4ft below demonstrate that the
security systems of electronic records maintenameee unsatisfactory. When looking
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closely at these results, theresearcher notedthibat are security systems in place for

safeguarding electronic records but there mighHable of information awareness to staff.

Figure 5.2 Security Systemsin Placefor Protecting Electronic Records

M Yes
& No

Table 5.2 below reveals the reasons most resposdgated on the importance of
security systems. 21% (3) staff indicated that sgcaystems are important for limiting
unauthorizedaccess to electronic records, while 8% cited that it is also important in
daily backups of the systems so that records atefraodulently altered. Security
strategies including securing databases (28%) videiéping passwords sage (21%). 7%
suggested that electronic records would be satbere was aoffsite back up system.

Table 5.2 The importance of Security Systems

Respondents

Suggestions Frequency Percent | Valid Percent | Cumulative Perce




daily backups |3 12.0 21.4 42.9
database

_ 4 16.0 28.6 71.4
security
Safekeeping of
passwords

3 12.0 21.4 92.9

Protecting of
offsite backup |1 4.0 7.1 100.0
media

5.3 Security: Restrictions of the Accessto the Sever Room

All respondents indicated that the restriction otess to the server room is a key
security measure. From the interview with the IGfedtor, it was highlighted that staff

who are authorized to enter the sever room hawséca log book that indicates the time
they have entered the server room and the time wikybe out. The ICT Director

pointed out that restrictions of access to the rseeem minimizes the possibility of

tempering with the servers by the unauthorisedguersli and minimises the pilferage of
electronic media. The University Librarian alsohiighted that restriction of access to
server room protects the confidentiality of recottist contains vital institutional

information. The Bursar highlighted that the redion of access to the server room is
crucial as it also protects media that containarfaial and accounting records of the
institutions and minimizes deletion of records eitthrough human error or fraudulent
activity. The ICT Director is aware of the crucrale his department has to play in the
effective security of electronic records at the wnsity. He indicated his willingness to
implement a computerised security system of thersesom. From the questionnaire,

the researcher noted that the staffs have knowleddke security features for the server
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room restriction as the majority of them had cititferent reasons for server room

restrictions.

5.4 Backup of electronic records

As shown in Figure 5.4 below24 %( 6) of the resmond indicated that backup of
electronic records is done every day, while 48 %) ihdicated that backup is done
weekly. The other 24% (6) indicated that they daekbap monthly and 4 %( 1) has
indicated that it is done yearly. From these rasiilshowed that backup of electronic
records seems not to be consistent. There is ritewrstandard operating procedure for
the backup of the electronic records that indicatesschedule for backup. Therefore
there is need for supervision for all staff tha¢ administering the maintenance of
electronic records in order to come up with a prdy@ek up policies and procedures that

will be followed by all electronic records admimégbrs.

Figure 5.4: Backup of Electronic Records
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M Daily
= weekly
] Monthly
. Yearly

5.5 Disaster Recovery Plan

As shown in fig 4.9 below, three respondents (128d)cated that Africa University
have a disaster recovery plan to protect electn@dords, while 40 %( 10) indicated that
there is no disaster recovery plan and the othe®648L2) are not sure if there is a
disaster recovery plan or not. Looking at the resps from interviews and the ones
from other respondents, it might be clearly saidt tthe institution does not have a
Disaster Recovery Plan to protect electronic rezortbwever, there might be a disaster
recovery plan at Africa University but probably base it is not communicated to the
staffs, most people might not be aware of its eris¢. This shows that there are
limitations in the way the institution is dissenting information. Therefore,
transparency in the way of disseminating infornmatghould be encouraged so to
promote awareness at the institution.
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Figure 5.5 Disaster Recovery Plan

B Yes
E No

CINot Sure
48%

6.0 Conclusion

The study revealed that there is no effective neaimnce of electronic records at Africa
University. Staffs are not aware of existing p@giand procedures although access to
the server room is restricted. The staffs are awhtke importance of security measures
such as security databases, upholding password&eseping off site backup systems.
However, at the implementation level, are discregmin the regularity of backup
which indicates that either there is clear polieytlee policy which is not there is not
consistently implemented. Most staff are not awaefethe existence of a disaster

recovery plan.
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