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ABSTRACT  14 
 15 
 
In our life today and with the upraise of the mobile computation and mobile phones we are 
using more voice applications. The voice application could then send voice information with 
different information over different communication channels, with an increasing need to 
protect this information without any delay when applying any modification on it. To protect 
this voice information, we encrypt it. In this paper, we are proposing a Framework using the 
totally reconstructed Discrete Wavelet Transformation (DWT) to encrypt the voice 
information in real time, where the sample rate of the encrypted voice signal is equal to the 
original voice signal sample rate. The framework is designed and tested with sample tests to 
measure the performance of this Framework, showing the speed and complexity of this 
Framework. 
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1. INTRODUCTION  21 
 22 
There has been increasing interest in research involving the security of information systems. 23 
In in recent years the number of computer attacks increased dramatically. With the use of 24 
the internet and smart mobile devices, there is a need to secure the communication 25 
channels against possible threats. Securing voice communication became a very important 26 
Challenge to information technology researchers to find suitable ways in protecting this type 27 
of information. 28 
 29 
In the world of new technologies we have more and more applications depending on 30 
sounds/voices. A variety of modern applications are taking sounds/voices as input, storing, 31 
processing and transferring it over different communication channels.  The new era with the 32 
mobile computing gives us many challenges to handle the different multimedia elements. 33 
With sounds and voices as a major and important input to these devices, there is a need to 34 
develop the right applications for it. This shows us the need for fast applications if applied on 35 
mobile devices, and then the user of a mobile device should not wait when doing the 36 
application. This means that there is a need of a real time application and application 37 
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processing. Therefore, if we develop applications for such type of devices or other devices 38 
we need not only to think about the application itself but also about the processing speed of 39 
the developed application. In real time application, we have to develop the application with 40 
results appearing to the user or other systems without any delay. Therefore, since we have 41 
to choose carefully the algorithm with a minimum time complexities and fast execution times. 42 
Another point of view we are considering is that the sound or voice we are using is 43 
transferred over different communication channels, therefore we using these channels we 44 
are facing different threads, we give us the need of securing the sound/voice over these 45 
channels. In our paper we will use a methodology of encrypting/ decrypting the sound/voice, 46 
we the property of having all things done in real time. 47 
 48 
The rest of this paper is organized as follows: literature review and related work are 49 
described in Section 2. Section 3 describes the Mechanism of the proposed method. In 50 
section 4 a Sample encryption of the proposed method   is shown. Finally, Conclusions and 51 
future Work are drawn in section 5. 52 
 53 
 54 
2. RELATED WORKS  55 
 56 
Secure voice/ sound had been studied in many published papers; those papers discussed 57 
many secured methods, technologies and challenges. The encryption mechanism of voice / 58 
sound, which consists of the different filter banks as keys for the different stages of the 59 
filtering process to encrypt the voice signal. 60 
 61 
There are many ways to secure voice, one of these methods is to scramble the voice [1][2], 62 
where one have to transpose or invert the voice signal. Another way is to make the so called 63 
Base band inversion [3] or phase inversion, with it the spectrum is inverted at a single preset 64 
never changing frequency. One further way to deal with secure voice is the Amplitude 65 
modification [3], where it is not really changing the original signal. Among further methods is 66 
the use of the linear predictive coding (LPC) [4]. The application of cryptographic algorithm 67 
to voice parameters results as clearly encrypted voice signal. 68 
 69 
One of the pioneered concepts to secure voice was the SIGSALY System (X System, 70 
Project X, Ciphony I) developed by Bell Labs [5]. It was a secure voice system used in the 71 
Second World War for the highest-level Allied. This concept was built by adding noise to 72 
voice signals to prevent listening to the original voice signals by the enemy forces.   73 
After that the United States Department of Defense uses the MELP or enhanced-MELP 74 
(Mixed Excitation Linear Prediction).  The MELP is a voice/speech coding standard [5]. 75 
Another standard for speech coding was created by Texas Instruments known as MIL-STD-76 
3005 [5].  77 
 78 
Many Encryption Systems based on the hardware were built, where they are voice 79 
encryption schemes that use hardware to encrypt the speech without the use of a computer. 80 
They are used in Cell Phones and Radio to make them more secure. Hardware encryption 81 
systems are relatively expensive and difficult to acquire. 82 
Siddeeq Y. Ameen  et al [6] showed in their work that using a segmental spectral signal-to-83 
noise ratio to test the  performance of their proposed system. They concluded that the built 84 
system has a high security performance with a distinguish between male and female 85 
speakers. 86 
 87 
Another related work is the work of Tin Lai Win and Co. [7]. They presented in their work an 88 
overview of the symmetric cryptography. They used the Linear Feedback Shift Register 89 
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(LFSR) to examine the Voice over IP Security. They found that the Linear Feedback Shift 90 
Register (LFSR) algorithm is suitable for encrypting/decrypting of streams of data. 91 
 92 
Jay M. Joshi et al[8] added in their work another security level to the existing security 93 
standard for mobile communication. This added security level was done using the Discrete 94 
Wavelet Transformation. They showed a comparison between their approach and existing 95 
approaches for mobile communication. They also suggested a Hardware implementation of 96 
their approach. They showed that their proposed method with the allowed mobile 97 
communication delay standards and their method need only 20% of CPU load, a maximum 98 
size of about 15k bytes, a minimum size of about 13k bytes and other capacity results. 99 
 100 
Hemlata Kohad et al[9] discussed in their work the different methods used for the encryption 101 
and decryption of the speech signals. Among the discussed methods are the Time Domain 102 
Scramblers, the Frequency Domain Scramblers and the Pseudo Noise Sequences 103 
Encryption. They showed also the different modes of encryption systems. They concluded 104 
that the Speech encryption using a method called the Kasami sequence is better with the 105 
time domain and frequency domain as they compared with the other pseudorandom noise 106 
methods. They showed also that enhancement of the security of Speech encryption is 107 
possible using the kasami method. 108 
 109 
3. THE MECHANISM OF THE PROPOSED METHOD  110 
 111 
A wavelet is from its name a small wave, which oscillates beginning at the zero value of the 112 
amplitude, then increasing, and at the end decreasing towards zero value. Wavelets are 113 
considered as functions, which can act as a Bandpass filter with a variation between high 114 
frequency and low frequency [10]. 115 
 116 
The wavelet ψ has the following property: 117 
 118 

                                              119 (1) 
 120 
   121 
There are many types of commonly used wavelets, among them the Haar wavelet, 122 
Daubechies wavelets, Symlets and many others [11].  123 
 124 

 125 
Figure 1: Wavelet example 126 
 127 
The Discrete Wavelet Transform (DWT) is a wavelet transform, where the wavelets are 128 
discretely used, with the advantage that it can capture the frequency information and the 129 
time information of the signal (location information) [12].  130 
The Discrete Wavelet Transformation is totally reconstructed without any loss of information 131 
[12].    132 
The Multiscale decomposition analysis is composed of a discrete time low pass and band 133 
pass filter banks. It divides the discrete time signal into a high band and a low band one. The 134 
signal x is down sampled by the factor of two, figure 2. 135 
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 136 
                                                                         (2)  137 

                                                                                138 
                                                                       (3) 139 

 140 
 141 

 142 
Figure 2: The multiscale decomposition analysis with DTW 143 
 144 
This process is repeated with the low band output, where the fast discrete wavelet transform 145 
produces a stream of samples octaves. Half the sampling rate, such a one again halved 146 
sampling rate for the 1 octave lower lying bound. 147 
 148 
The proposed voice encryption method steps are shown in figure 3. 149 
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 150 

Figure 3: The proposed voice encryption method. 151 
 152 
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At the first step of the proposed method one decides about the level of voice signal 153 
subdivision which means the number of octaves to be used (which is equal to n). In this step 154 
the voice signal is divided in different sub signals, where the signal level should be selected 155 
from the available signal levels (namely n levels).  The more the value of this selection is, 156 
and then more sub signals are produced, which makes the encryption more efficient. 157 
 158 
The next step is to choose the type of the wavelet to be used for the discrete wavelet 159 
transformation from a given list of the available wavelet types like the Haar wavelet, 160 
Daubechies wavelets, etc. For more encryption complexity one can develop his own 161 
wavelets and then add them to the available wavelet list. 162 
 163 
After this step the generation of the coefficients for the different filter banks is done. These 164 
coefficients are stored as a vector for further processing. 165 
We put then the original voice signal into the first stage of the low pass and high filters. 166 
At the next step we get the output from low pass filter and high pass filter, where the output 167 
of the high pass filter is stored. 168 
 169 
The output from low pass filter is inputted again like the original voice signal  into the second 170 
stage low pass filter and high pass filter. The last two steps are repeated until the required 171 
level of sub signal is reached. 172 
If the final stage reached, then we do scramble the output of the low pass filter within the 173 
output of the different high pass filter. After all, we have the encrypted voice signal with the 174 
same sample rate as the original voice signal. This encrypted voice signal is then transmitted 175 
through an appropriate transmission channel. 176 
 177 
The different parameters (n levels, type of the wavelet, filter banks parameters) are acting as 178 
the key for this encryption method.  179 
 180 
4. A SAMPLE ENCRYPTION OF THE PROPOSED METHOD  181 
 182 
We used in this work the Matlab program to do all the programming needed for this 183 
research. 184 
In this section, we are showing an example of the model.  185 
 186 
At the production of the voice signal we have a continuous representation of the voice signal 187 
with a common sampling rate like 8 kHz, see figure 4.  188 
 189 

 190 
Figure 4: original voice signal 191 
 192 
At the first step we have to choose the level of voice signal subdivision which means the 193 
number of octaves to be used (namely n). In this example we will choose n equal to three, 194 
therefore we should have 4 different signal outputs like in figure 5: 195 
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  196 
Figure 5: the 4 produced sub signals from the original voice signal by choosing n=3. 197 
 198 
The next step is to choose the type of the wavelet to be used for the discrete wavelet 199 
transformation from the given list of the available wavelet. For this example we choose a 200 
Daubechies wavelet with 8 filter coefficients (see figure 6 and figure 7), where the filter 201 
coefficients are generated from a library containing all the possible used wavelet types and 202 
their coefficients. 203 
  204 

 205 
Figure 6: Generated Low Pass Filter 206 
 207 

 208 
Figure 7: Generated High Pass Filter 209 
 210 
The generation of the different coefficients for the 6 different filter banks is done. Then we 211 
put the original voice signal into the first stage of the low pass and high filters and the output 212 
from low pass filter is putted into the second stage filtering repeatedly until we reach the final 213 
level, having the following outputs shown in figure 8. 214 
 215 
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 216 
Figure 8: Different outputs for different signal levels with different sample rates. 217 
 218 
In figure 9, we have the original signal "h" and the 4 generated output signals (h1,h2,h3,h4).  219 
 220 

 221 
Figure 9: Original signal "h" and the 4 generated output signals (h1,h2,h3,h4). 222 
 223 
If we have an original voice signal with the sample rate k= 8k Hz, then we have then the 224 
output signals having the following sample rates: h1 with the sample rate k/2= 4 kHz, h2 with 225 
the sample rate k/4= 2 k Hz, h3 with sample rate k/8 = 1 kHz and h4 = 1 kHz with the sample 226 
rate k/8. Adding all the sub signals' sample rates together gives the original sample rate, 227 
namely 8 kHz. 228 
 229 
The next step is to scramble the four signals, where the scrambling mechanism is shown in 230 
figure 10.  231 
 232 

 233 
Figure 10:  Scrambling the different output signals 234 
 235 



* Corresponding author: a_azzazi@asu.edu.jo 

This is then the final scrambled signal with the originals sampling rate to be transmitted 236 
(figure 11). 237 
 238 

 239 
Figure 11:  Scrambled signal with the original sampling rate to be transmitted. 240 
 241 
We do scramble the different 4 signals' output in a way, that if a signal output is ready, then 242 
it should be transmitted. In such a way, we are gaining the time, so our entire framework for 243 
the encryption should take only the length of the filter operation, which dependences on the 244 
length of the filter coefficients. 245 
 246 
The filter operation multiplies each filter coefficient with a signal sample and adds all the 247 
multiplication with each other. This entire operation takes a cycle length equal to the 248 
coefficient number of the wavelet filter. Such an operation is on most today available 249 
processors optimized, so there will be no problem to generate the output without any delay, 250 
so the encrypted signal is then in real time generated. 251 
 252 
The first 50 values of the original signal, the different output signals and the encrypted, are 253 
shown in the tables  below. 254 
 255 
Table 1: The first 50 values of the original signal. 256 

 257 
 258 
Table 2: The first 50 values of the signal "h1". 259 

 260 
 261 
 262 
 263 
Table 3: The first 50 values of the signal "h2". 264 

 265 
 266 
 267 
 268 
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Table 4: The first 50 values of the signal "h3". 269 

 270 
 271 
Table 5: The first 50 values of the signal "h4". 272 

 273 
 274 
Table 6: The first 50 values of the encrypted signal .  275 

 276 
 277 
 278 
At the end of this section, we are showing a sample of the used Matlab code in figure 12. 279 
 280 

 281 
Figure 12: sample of the used Matlab code 282 
   283 
5. CONCLUSION AND FUTURE WORK  284 
 285 
In this work we proposed a new framework for the real time encryption and scrambling of 286 
speech signals. The new framework gets the original signal with the original sample rate a 287 
gives this signal as a scrambled one using Discrete Wavelet Transformation (DWT). 288 
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The proposed method is implemented using standard available software with the feature that 289 
the encrypted signal is retrieved in real time. The method is a good way to encrypt voice for 290 
real time applications. The original voice signal is preserved and totally reconstructed. 291 
For future work there will further experimental comparison to measure the different 292 
performance levels compared with other voice encryption methods.  293 
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