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ABSTRACT:

Incidence response and handling has become quiteu@al, indispensible constituent of informatiartiaology
security management, as it provides an organisgdofidandling the aftermaths of a security bredtlpresents an
organisation’s reaction to illegitimate and unadabfe exploits on its assets or infrastructure. gbal must be to
successfully neutralise the incident, such thatatgs are significantly reduced with attendant rédndn recovery
time and costs. To achieve this, several approaahdsmethodologies proposed have been reviewedawitiew to
identifying essential processes. What is neededfesred to as incident capability mingled withlabbrations. This
defines a shift from response to management of atengsecurity incidents in aninterrelationship mamthat foster
collaboration through the exchange and sharing@tience management details among several disiiganizations.
Key step-up aspects centre on issues of enforamyassuring trust and privacy. A viable collabamtincident
response approach must be able to proffer bothcpveaand reactive mechanisms that are managenemnited and
incorporating all required techniques and proceslure

Keywords:Incident Response, Incident Management, Incidemtdtidg, Computer incidents, Cyber incidents, Cyber-
attacks.

l. INTRODUCTION

Our contemporary society has witnessed a tremendsrig cyber incidents. With the loss or damagriired with the
proliferation of this insidious activities, and giv obvious facts that a great deal of these aetvitan hardly be put off
[1], business and organisations have not relemettheir efforts towards exercising controls, andnagement over
cyber-infrastructural assets. However, unceasingeldpments in technology have incited greater iaseein the
frequency and complexity of attacks [2]. A seemyngécured end today hardly retains statuesque tomolM/hat

seems a shield today could turn a hollow the nayt d

Incidence response has become quite a crucialspadsible constituent of information technology usig
management [1]. Incidence response provides amizggh way of handling the aftermaths of a secusitgach. It
presents an organisation’s reaction to illegitimated unacceptable exploits on its assets or imfretsire (Data,
computer, network etc). As opposed to being takemmares or caught unprepared, it is pertinent t@ fza on form
management arrangement in place[1]. The goal nrgb Isuccessfully neutralise the incident, such daanages are
significantly reduced with attendant reductionecavery time and costs.

The nature and complexity in which cyber or compuetémes thrive reveal a form of arrangement by stimes large
and well-organised groups [3]. Well thought outterans are adopted in executing these maliciousitkes; and only

an equal but opposite, carefully thought plan jsatde of ensuring swift arrest of occurrencestradhks to the laws of
physics. A basic necessity is to be able to maingapre-plan that is not just able treat every sgcincident to its

fullest through the application of suitable resgpmsethods and/or policies to minimise effect(s)véitheless, it
should be able to lead to the actual source(shefiricidents[4]. In broader terms, incidence respaproffers a well-
defined approach for detecting incidents, miningsiorganisational damage, fixing exploitable vulfdites and

returning to normal operations[1].A SANS institstigrvey of the relevance of Digital Forensic anddant Response
sowed that about 57% of respondents who had sdffeaicious attacks noted that to be seeking foall@vidence
that could hold up in court [5].

The survey underscored the need for; treatingadks with the potentials of ending up in arbibrator even legal
proceedings, applying precision in the collectiod amanagement of evidence, increasing the trustiass so that the
evidence can be defended, and ensuring sound gescésat can withstand challenge under outsiddisgrib]. This
review focuses on generic computer security andlémt response approaches or techniques from tae 2@0 to
date. Literatures prior to this period are discdrdeie to technological relevance and trends. Ththedelogy or
approach adopted towards achieving this revievas of initial presentation and study of individegdproach with a
view to identifying the distinctive steps and thengral advantages and weaknesses of each appidestis followed
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by a comparative analysis of all the reviewed agphes and making out points of variations and anitiks. Common
steps are noted and outlined to make up a gengpi®ach which through improvements and innovatmmsd foster
a better handling of computer incidences in tuit emerging trends.

[I. INCIDENT RESPONSE: Related Works

The react faster and better approach as profferd@]ipresents a three (3) tier response evaluagsnalation and
management levels. All three processes are endagesitionally from a tier 1 through tier 3 leved$ the response
organisation. This is similar to the state-of-thieegoproach [4] to incidence response. A differeisgest the exclusion
of a level O that defines the condition where atesysis in normal working order and is devoid of dme. Other
researchers in the field have also proposed patempiproaches leveraging different requirements anttlitions all
that could be utilised for effective incidence ressge.

a) Stepwise Forensic Approach
A Stepwise Forensic Approach to Incident Respomgk @omputer Usage was proposed with the integratfamvo
prior models; the Cyber Forensic Field Triage Pssdelodel (CFFTPM) proposed by [7] and the Phasedsliigation
Methodology for Tracing Computer Usage (PIM) by.[8FFTPM formalises a real world investigative aygmh[9],
affirming an onsite/field method that offers resulvithin a short time frame without necessarily ingvthe
suspecting/evidence media to a forensic lab foexraustive examination. The model emphasises & Haaf; some
incidences require swift and timely response, iaseel delay could imply greater harm to victims gse#s, or better
still the escape of a suspect. The PIM frameworkhenother hand centres on the selection of ingastin targets,
narrowing down the response and search to thetbaiesnum potential targets [9]. This allows fopeompt response
to specific cases and affected systems.

The motivation for integrating these two methodasgwas the need for a model that would facilitéteely and
selective acquisition and response to incident; dat@n that most incidents tend to spread thrdaghe-scale systems
that could stiffen responses and investigationitAs, the Stepwise Forensic Process Model (SFRidysges on non-
volatile incident data as its way of ensuring Imiiggof target system. SFPM starts by categorisirgdata relevant for
effecting trace of evidence. These include liveadfite system meta data, prefetch data, regisitg,dveb browser file
and specific document file.

SFPM's five-phase (5) processes include; Case iféion, Planning, Usage Pattern Analysis, Usiggd=Analysis
and Reporting. The process-segmentation is aimexyexcoming the problems of conventional forensigthnds by
efficiently choosing and responding to target systeOn the advantage, this methodology profferag fer ensuring
timely trace and response by way of extractionnzident data. In cases where a large number oémgstand(or)
corporations form potential targets, it ensures #ghpart of the systems are kept out or accordgkl piiority response
for the sake of quick and efficient evaluation [Speeding up response-time and reducing resousgeusiowever,
even though the approach does not vehemently negeadéional forensic methods, it does not yet raffistrong
necessity for them as a way of ensuring and cashestitig results of outcomes already acquired. Omtiae, SFPM is
noted to only tackle just a part of contemporargnpater cybercrime incident response and handlifyagezh. Only
the forensic investigation task of establishingtdathat there has been a breach, a violation te, ddentity or
infrastructure and establishing evidence for adifility. The aspects of containment or eliminatiohvulnerabilities
amongst others are not covered by this model.

b) Security Coordination Model

A Security Coordination Model for Inter-Organisatéd Information Incidents Response Forensic Proceas

proposed by[10].The incident response approachsleenthe basis that given certain incident comfikexi most
individual organisations are not able to unilatgradaintain adequate support for their computeusgcexpert teams.
Individual organisations are rarely able to maimtanough knowledge and expertise to respond terakrgent
computer incidents, hence the need for collabanatiith other external organisation and law enforeets. However,
to remove potential threats like data privacy bhea¢ that are potential deterrents to this appraaehmodel brings to
light the concept oParticipant Organisation (POand Coordinator Organisation (CO) [11]. PO refersndividual

organisation affected and that need to share irdtom to ensure timely and successful neutralisatiban incident.
The CO refers to an independent trusted organisatiat would coordinate the processes of inforrmagbaring

amongst POs; ensuring that rules regarding datagyiand the processes of incident response acdysadhered to.
These roles are explicitly defined in the orgamiget! architecture of the Security Coordination miod

The model also incorporates a forensic process ak@fcts real-time and onsite digital evidencarfrmonitoring
systems; furnishing external organisations with tlesults of an analysis of such evidences, toptéviene
reoccurrence [11]. Foundation blocks for this sigucoordination model include; real-time detectiand result
reporting ofcyber-attacks on the part of POs, miovi of online/onsite response support, propagaewrity events
based on digital evidence collected from real-timenitoring and onsite examination of security ieeits in the
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POs,and sharing security incident events with esieprganisations [11]. Greater emphasis is on conication
amongst external organisations, coordination oggditin and participant organisations. Global séguriechanisms
like hashing and digital signatures are incorpatdte enhancing integrity, in addition to well docented chain of
custody, incidents reconstruction for proper analgsd trace-back.

This model is noted to enhance the forensic funstiof reporting and information sharing; aiding entgknowledge
and skills acquisition, facilitating growth and @éspment through collaboration. The system proviisurity alerting
and response support based on real-time monit@imygdigital forensic support based on digital enicke collected
from online or onsite investigation [11].

However, if the details of an incident or threae avidely known, then such threat becomes less imssd It is
imperative to maintain role designations for spgeakpert levels by way of separation of dutiescSis not considered
by the model. Additively, incidence response cowfshat there is prior to an incident, the resgmiand recovery to
normal working order, not ruling out the pursuiledal actions. These too are left out in the model

¢) Common Process Model for Incident Response and Q@miporensics
This model has been put forward as a unificationtwsd important areas that handle computer secumitidents.
Incident response and computer forensics are bothpater security oriented areas that are adoptedttfe
investigation of security incidents or offences.

The investigative process of each of these areatlyrare narrowed that they are not able to yigitinoum result. The
well-coordinated investigative efforts that incorpie all sections of an organisation as seen imeident response
investigation might not be found in computer foieagnvestigation. In contrast, the adoption ofestific standards
that yield objectivity and well-documented analysisa computer forensics investigation might al$ee goenefit to
incidence response [1].Therefore, unifying the tareas is a bid to obtain a single approach to coenpsecurity
incident that incorporates the endeavours of afjadenents of an organisation (Legal counsel, HurRasource,
Business executives), leveraging scientific stasislaand ensuring a well-coordinated and documemteestigative
process. In other words, it allows for a managerogieinted approach in digital investigations whitaintaining the
potentials of a thorough computer forensic investan[1].

The approach to incident response incorporateldaswhich was proposed in Mandia et al [12]. Itald®s a seven-
stage process for incident response as follows;litident preparation, Detection of incident, laitiresponse,
Formulation of Response strategy, Investigatiothefincident and Reporting. This approach has gitednto resolve
the limitations of the individual models, while riatlucing the concept offdrmulation of response stratégyThis
presents the notion of choosing a suitable respstra¢egy after a computer incident has been deateand initial
information acquired. In the common process mofiehmulation of response strategy involved additlogkecisions,
where there had to be a resolve whether to initafill-scale forensic analysis. Determining fasttwr this includes;
the attacker’s threat level and the potential damage incurred [13].

d) State-of-the-Art Incidence Response
The State-of-the-Art Approach to Incidence Respgrséfers a generic approach that leverages orothbnation of a
management concept and a technical concept [4% dpproach finds basis in the theory of “Escalatiewel”; borne
out of the established pieces of evidence, that dbesequential magnitude and significance of andémt is
proportional to time. Implying that greater sigoénce is sustained if longer time ensues betweendtburrence of an
incident and its response.Here, incidence respbasdeen defined based on four (4) escalationd€@el 3). Level 0
defines a scenario where operations are typical ramcvidence has been traced. Level 1 opens upldbe for
discovery and initial response to identified thsedtevel 2 defines a situation where threats ameming to other
platforms (systems) and containment measures ang kagaged. Level 3 defines the notice of higléeces in the
threat, while performing containment, recoveryngoduced. The processes is concluded with a peogdént analysis
involving representatives of all departments andise management to address issues of damage andctmp
vulnerability removal and incident response cajighilrocedure updates amongst other. [4]

The authors of this approach asserted that whedent response capability becomes an option, tipetlisg out
specific roles and responsibilities by organisatibecomes paramount.Effective response to seéncityents does not
strictly dwell on the technical, experts and persarfrom various departments within an organisatiunst actively
participate in the rescue effort. Suffices to daat an explicitly-defined, simple to implement amecute management
structure is essential[4]. A management schemapnasosed to handle corporate incidence responss.approach to
incidence response is coined fromglobal best mastand recommendations as proposed in [14]andift&grated
with the incident response capability (managememtacts [4]. However, aspects of trust and compéato
procedures were not decisively covered. This indplieat little attention is mated on the legitimaafy processes,
activities, results and identities involved beftiansition to other phases.



155 e) Palantir: Collaborative Incident Response and Iriigegion.

156  This framework was devised from real life practieafperience in dealing with a large-scale distebuattack that
157 occurred in 2004, popularly termedntident 216 [2]. The framework became a necessity in the tligh new
158 requirements and issues that came imminent whidamgiting a collaborative management (informatiod eesource
159  sharing) ofincident 216;a large-scale multisite attack. Comprising of aesysmodel and a prototype implementation
160 that facilitated partnership amongst multiple oigations and legal bodies in the response and tigati®n of cyber-
161 attacks,the framework also incorporates central agament by an independent trusted entity referedag
162 “Independent Centre for Incident Management (ICIf2)].

163 While the system model emphasises the roles, reflities and processes carried out by multiplgamisations and
164 law enforcement for attaining full recovery andfosecution, the system design cautiously tacklessecurity and
165 privacy of data exchanged amongst participatinguoigations during the response [2]. In clear tetims, framework
166 explores an integration of two information secudtgas, namely; Digital investigations and Incidesponse.

167  The framework consists of a four-phased (4) profesicident response and investigation withiroealised domain
168  which is excerpted from the recommendations of NI#4]. It also includes another four-phased coltative process
169 of interactions between localised domains and thikalmorative process [2]. However, it must be nothdt the
170 collaborative processes are performed at the IQJIMe four major phases of the model include; PramaraDetection
171 & Strategy development, Local Investigation & Reexgvand Incident Closure. These processes arecaggdi in the
172 collaborative process.

173 Central to the efficiency of this model is a cotfeditive workspace, which is an online platform bdsand managed by
174  the ICIM, and made accessible to all participatmgmber organisations for the analysis of data. Thkistralised
175 approach to management was adopted for the saéptiafising security. Despite the risk to a singtanp of failure,
176  the benefits of greater and better management exutisy were of higher priority. Thus, tools wereptbyed into the
177  workspace to meet these enumerated requirementh®advantage, this model maintains an ordered;deéhed
178  flow of work. Several tasks abound that could beged into a single flow for efficiency and speedr kstance, the
179 upload and analysis of logs could be jointly simo#ously performed. The presence of such protgdsefbrm, with a
180 surplus of useful tools no doubt makes easier #tabéshment of trust and engagement of collabamatimong
181 institutions in the face of cyber-attacks. This kspace allows for an extended or elongated manageiofe
182 collaboration against future cases, after the ineminhreat is handled.

183 f) Incident Management Approach (CNSS)

184  This approach to incident handling was profferedt®sy US National Information Assurance under thepaes of the
185 Committee for National Security Systems (CNSS)wés proposed to help organisations improve the thay
186 detected, responded and recovered from computeylmr incidents, when the classic six-phase appr¢Recepare,
187 Detect, Contain, Eradicate, Recover and Lessonnegdirwas found to be ineffective due to the emesgesf weak
188 elements [16].

189 Incident management approach emerged out of theseitg to respond to the evolving threats and riskssed by
190 computer security incidents to organisations. Thednwas for an improved incident handling capabtlitat would
191 yield better the management of incidents. This aga a shift from response to management broadesrimghasis to
192 incident prevention, model component integratiam] geal-time improvement to processes. The coneraili classic
193 approach aided consistent and sound incident nsgparocedures that minimised the impact on busjmesvever, the
194  approach was yet characterised by a narrowed focusdividual stages that were perceived to be rimopbrtant by
195  the Computer Security Incident Response Team [16].

196 In contrast to the linearly skewed classic appro@cincident handling, the incident management rhpdesents a
197 recursive approach that centres on combining emtidelated services into a single, comprehensiragram

198 management approach; a bid to reducing disruptmmsganisations [16]. The incident management madeulates

199 a proactive position through constant monitoringl gmogram enhancement activities, rather than ativeastance
200 focused on individual incidents. Vulnerability mgeanent concepts and enterprise approach to patnhgement are
201 also incorporated. A continuous lesson learnedga®és introduced that ensures that appropriatepare included in
202  the policy and procedure creation, validation arantenance. As a holistic approach, the Incidentagament model
203  scheme ensures that a change in one program comtpisneupported by other program components. Patipar
204 andPrevention form the core and also aid apprapiaéractions amongst all parts of the programpmment.

205 This Incident management model leverages the milegiof planning, communication and evaluation.nRilag
206 involves the building of strategies and goals, g@rsupport from senior management, creating amgarosational
207 approach to incident handling and ensuring thasehepproaches are well integrated into the orgémiss security
208 program. Communication facilitates the exchangénfisrmation amongst internal and external audierfoesetter
209 response. Evaluation encompasses feedbacks, lesmoed and gathering metrics that could help discaovay of
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improving the process [16].The concept of informatsharing is considered very much important smost incidents
usually spread to multiple organisations. This stédphelp mitigate the risk of harm to a largeraware community.

g) Cyber Forensics Incident Response approach

A Cyber Forensics Incident Response approach goged in [17]. The model is geared towards helpimggnizations,
businesses and industries guard against intrusiwosms, automated attack against their systemsvoltld help

towards exerting specific controls, plan of actionresponding to attack or computer incident whiah greatly reduce
the resultant cost and also saving for bad publitiss of public confidence and loss of busin@$® proposed model
aimed at addressing the problems in both incidesponse and cyber forensics and its distinctiveiseseen in the
requisition of systematic documentation and cdiveaontrol measures. Incident response alwaysnence with an
ongoing phase of pre-incident preparation thatdgitace even before an occurrence of the incidéht[1

The model classifies incidents into two parts; tiraperament of information and the nature andcaty of the system
involved. This is dependent on the type of compeemiisystems, to enable the variety of expertisdettto tackle the
matter and eventually decide on the forensics agur to be proffered whether live or imaging or lehation or in
other cases. The model emphasizes control thriaigtion of the affected system which may inclide not limited
to network termination, disabling interface at @grg system level, disabling switches and or harix quarantining of
the affected computer or just removing the netwaaikle[17].

The proposition leans on the realization that cghiere has become a global phenomenon needing gtologleration,
legislative harmonization and technological impletadéion if control has to be achieved. With thisdeb the concept
of round-the-clock cyber-surveillance to equip ségliorensic officials with expertise to enableeth collects legally
unassailable digital evidence that will endure lesgautiny and subsequent successful prosecution.

h) Incidence Response Approach
The School of Medicine, Washington University, Souis presented an approach for handling incidesponse that
comprised of the four (4) steps. These includejdemwt determinations (occurrence), Containment,digedion,
Recovery Process and Follow-Up[18] . As noticeds tApproach bore similarity with some already nwred
approaches, and also presents the fitting togethdistinct procedures like Recovery and Follow-Upese too are
very necessary for the attainment of an effectiatdence response capability.

i) Cerebro: A Platform for Collaborative Incident Resge and Investigation
Cerebro is a prototype framework/system for a @altative Incident Response and Investigation. Theehpresents
a dais that allows collaborators to isolate anélldtzgal information. This information, collected a granularity level,
allows collaborators to specify the scope to whiudy desire to stake information: at a group leaal,organizational
level, or with all participants of an organizatid@B].The approach presents a six-phase process @delin
responder/assessor in the face computer crimeéntidhese include; site assessment, site aggoegaiie analysis,
collaborative investigation/correlation, policyfupplication, and site incident strategy.

By way of generality, the cerebro model projectsyatematic collection and analysis of data in &t&d cloud-
computing platform, which allows for large-scaleiadatorage while concurrently manipulating the dataevidence
identification and classification. The system isgmsed to be hosted on a large-scale data analgsferm on a hype
security mode with forensic (extraction, loggingabysis and storage) process capabilities[19]. eniploys a two-
factor authentication process: role-based and sigeidbased, a way of ensuring that informationutates only among
intended audience, an incentive-based approaclhrdst establishment where organizations learn nadreut vital
watch-list information and obtain access to toold eesources to respond to and recover from attacks

The authors asserted that the concept of collaberaicident response had become necessary in #he wf large-

scale distributed cyber-attacks envisioned to ekphe principles of least privilege from a rolesea access control
medium. It has become typical to encounter adviersarho target communication and information exgeaamong

experts and administrators to disrupt the effeciss of incident responses. The model caps itithl thve reliance on
organizational access policies; organizations pliagi value in the identification and response psscean collectively
define important pieces (IP addresses, type oflatizattern identification) of an investigation[19]

1. ANALYSISAND DISCUSSIONS: UNIFYING THE APPROACHES

Given the upsurge of security incidents, it is riebtb maintain effective response procedures. édtyh, it might be
impracticable to stop all breaches, attempt mushade to adequately respond and manage threats.

However, the need for an organisation that provittes precise structure for handling incidents carme over-
emphasised. Good focus on objectives, clear rewpiind flexibility in investigative directions aedl there to be
guaranteed.A Computer Security Incident ResponsenTECSIRT) is required to assume the goal of redimgnto
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cybercrime incidences [1], [2] and [4However form the incidence appears, the group essawell-coordinated
response, yielding a capability that allows forl ftdcovery and patchir; to avert service degeneration. They ¢
collaborate with law enforcement when necessapursue criminal prosecuti[2]. The servicesof such teams cover
a proactive, reactive and security quality manage perspective[20]. The proactive service lseip prepare, protect
and preserve systems against potential attackscidff€y of this usually mitigates greatly the numbsé future
incidents.Reactive services are activated by event requesteport of the compromise of a host, vulnerability
software or the alert bgn intrusion detection systeiThe security management services supprigting services the
are independent of incident handling; by so doisgjst in improving the overall security of orgatiisa [20].

Incidence response or handling is indeed a criisglect of comput and informatiorsecurity for most systems a
organisations. All of the approaches proffered hawvearied ways offeresolutionsfor handling potential threats
digital information systems. Despite the variangesteps, modes and applications, all ofreviewec approaches bear
one unified motivethe primary objective of discovering and haltingnputer threats and their attendant eff

Close looks at the dividual models reve similarities in some of the steps. Althougbme of th models are
environment-dependentand(or) capecific in nature, the emergent o-occurring steps remphasises significanin

incident handling. It implies that any potell approach to incident handling should not be catgty devoid of thes
processes. These processes inclueparation, detection, and formulation of response strategpfilzg,

containment/preservation, eradication, recovery Esdonlearned/reporting/follow up and incident clos. All of

these processes should be managed in a collaratnner given the distributed nature of mo-day threats.

Figure 1: Collaborative I ncidence Response

i Preparation

This process has been noted to be a very impaatgct of an incident response methodology. Theigta aid ar
organisation into a ready state for the quick affelcéve handling of computer incidents. Activitibgreinclude;
setting and training of incident respo teams, definition and adherence to proper secpudticies and practice
including a legal framework, deployment of necegsaacurity mechanisms (antivirus software, firegalhtrusion
Detection & Preention system, Audit log consolidation, backup a&cbvery software). All these, are conside
proactive measures to the handling of computedaruis

ii. Detection / | dentification

This process is of crucial importance. It bothensidentifying the commencement of what is termétheeat” in a
system; for which critical decisions are requir@tithis process, confirmations are required abbatdccurrence ¢
an incident. A systemmust be in place (manual or automated) for initigilerts and reporting of incidents, ensui
that the right channel of issue to the right pengbiis achievecOne very important point here is that time is afag
essence; hence, detection must be intime to achieve best resu

iii. Formulation of Response Strategy / Planning
6
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The goal of this step is to determine the mosirsgiédpproach or strategy of handling the incid@is is achieved
by performing an initial analysis of the scope bé tincident and seeking counsel from all approgrisdrties
sometimes it could include the development of domtant, eradication and recovery strategies.

iv. Containment/Preservation

This process is aimed at ensuring instant andimtsolutions to an incident. This establishes aanapt to prevent
further damages to the system. Actions could ireltlte disabling of services, disconnection of campsed
system, changing password and disabling accouat tre extreme, doing a temporal shut down. Thesgnves the
state of the system, with allowing increased comppse. Evidence collected should be preserved iorentically
sound method.

V. Eradication

This is similar to containment. It however focusesthe long term elimination of threats. It ensutes the system
is no longer vulnerable to the threat. Activitiaslude policy updates and independent securitytsawudi

vi. Recovery

This explains the process of restoring back losdaimaged information or the restoration or theorasion back to
normal working order of an affected system. In dase of normal operations actions could includéoragon
through backups, system re-configurations and fiestiallations.

Vil. Lesson Learned/Reporting/Follow-Up and Incident Closure.

This combined stage involves assessing damagesraédcand lesson learned from the incident. Thislase a
convened meeting of senior management executive$eghnical experts. Such lessons might requiraifftate of
security policies and guidelines. A comprehensieéitl of the incident is maintained for record aeflerencing
against future occurrence.

There are open issues that required attentioneifbiist is to be achieved in computer security antidesponse.
First, a correlation abounds between incident nespcand computer forensics. At some points bothsabear
similar process and same tools. It has been ob$eha most organisations tend to focus on fixingalbbhes and
getting back to normal work operations; less aibenis given to lessons learned or tracing souasektaking legal
actions. There is however, a need for these presdss incident handling to be whole.

Most attacks have been noted to be distributeciore, and span across several systems and céopgrahe intent
is aimed at being able to gain or acquire as maebrhge as possible. The complexities of thesathresually go
beyond the knowledge and expertise of an individuglanisation. There is the need for collabora@gmmongst
organisations affected. Organisations by way ofabolration need to exchange information and shdwas about
threat significance, potential solutions and patghinethods.This must be done with great consciasste the
potentials for data privacy breaches and finarloss that could abound as a result of informatiwarieg. Trust and
assurance of organisational safety, data proteetimhreputation must be duly catered for in the lesfpwocess of
sharing information about security threats and exdbilities.

There is also the issue of trust. An efficient @odvincing way of proving trust for the safety aftal and identity
needs to be articulated if collaboration is to ba&intained. Proven scientific approaches and polyuéarceptable
standards must be used to prove integrity of ewidehat support the occurrence of a security imtide

V. INCIDENT RESPONSE FISSURES
Despite the vast efforts that have been underwamrids ensuring that tolerable responses are maitedmputer
incidents, several fissures still exist that neetié addressed for incident response to be coesiddisolute. These
too must be noted while planning the setup of amiilly effective response strategy [6].

i. Greater focus on prevention at the expense of monitoring and response.
Most companies are noted to focus greatly on ptawerrelying heavily on their defensive securibpls rather than
ensuring a balance amongst prevention, monitorimg) detection. An outcome of this is resource digprtion,
which yields breach in the monitoring and aleriimigastructure with less adequate resources feamese.

ii. Weakly Structured escalation options
Building appropriate, smooth and well-ordered estoah path to the right entities and resources i&eg
inventiveness in incident response. An even respaiaucture does not favour effective escalationbeiter
approach is to establish tiers that are basedatarfaof expertise and geography.
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iii. Excesses of the wrong kind of information too early
Organisations tend to kick-off response processesexy alert; analysing all data available atitiigal. However,
without undermining the significance of audits, dagnd monitoring, it is more beneficial to prig#iand filter data
S0 as to ensure correlation.

iv. I nsufficiency of the right kind of information too late
It has been noted that having too much of the wrdetgils pretty early is not beneficial. Howevem tittle of the
right information too late or early is certainly better cure. It is advised that multiple levelsdata collection be
maintained. This should begin by first determinimbat can be collected continuously and then asoértathe
much that would be required to discover the roosseeof an incident.

V. Knowledge-less response.
This defines a situation of responding to incidesith little or no insights and intelligence. In staccircumstances,
and most assuredly; this places the attacker alwagsstep ahead the target; implying more damay@derequisite
is to endeavour to gather as much information speethd such that is enough to initiate coordidadecisions that
is able to stop the attack.

These gaps have advocated for better and fasteoages to incident handling. Being able to discaieely the
existence of an incident and initiating an effitieesponse procedure is a necessity. These mightdie but not
restricted to collecting the right kinds of datatla right time, continuous monitoring of the systand incident
level, engaging in full packet capture, and collegtis much relevant data as possible [6].

V. CONCLUSION AND FUTURE WORK

Computer incident threat landscape and attack space evolving by the day. An effective responspraach
yesterday might not seem same today. A good teabniqday could as well be unworkable the next dene
solution is; an incident handling approach thatastinuously evolving. A model where processes astivities; are
refined to suite potentially emanating threats.

Advanced security policies such as separation @ieslicould offer a better outcome. Usability, trasd security
aspects of collaborating environments need to bermehasised and improved. Additively, contemporfarnns of

attacks have been seen to leverage human intetkgand the exploitation of human factors. An effecsolution

could tend towards such human intangibles, by prif§ technological ways of implementing the conaapworld

aspects of trust and privacy. There should alsa bell-defined legal framework for the storage andcessing of
personal data; most precisely preferring ways ofdhing digital identity-related breaches need torésolved into
security standards. However, it must be notedribatollection of tools and techniques completelyssitutesa team
of skilled incident investigators and handlers. Towitom line is that the right people are requirte right

procedures established and the right tools utilisecdident response and handling of computer sgcurtidents

should maintain both a proactive and reactive &ahat is management oriented and incorporatingegjlired

techniques and procedures.
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