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Method Article
Microcontroller based intruder lighting system (MBILS)

Abstract

The microcontroller B’ased intruder lighting system 1s a gzesign that applies automated
lightéﬁ-’é‘jsystem in homes, offices, industries,@bm. The project will feature
microcontroller based intruder lighting system th;it will illuminate environment in the
presence of an intruder in restricted areajpand also inform the user about the position of the

intruder.

The microcontroller AT89CS51 and other electronic designpwere employed to achieve the
above stated purposes. The interfacing medium will make useﬁgplex communication.
The sensors (Light Dependent Resistor and LEDS) will receive the signal when the
intruder is around while the control program will translate the received signal from the
sensors to useful information about the function of the camera and lighting system. The
design is to achieve energy=saving techniques and increase security strength of target

environment.

Keywords: Intruder, Light dependent resistor, duplex communication, control program

Introduction /\_D_%m\n/w(m

There was various research works on intruder systems on difference technology” This
designing of microcontroller based intruder system is based on the simple Boolean logic

concept that a sensor’s switch contacts can be either open or closed [1].
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The need to secure home, industries and other related properties has been a major
priority of our target, since then, an aggressive development of technology in the area of
security has exponentially been driven to today’s trend.

A system cannot have high assurance if it has poor security and requirements in its
design. For maximum assurance, systems will logically include security protocol
requirementgas well as availability, reliability and robustness requirements to satisfy
prototype system design [2].

The intrusion techniques require’ logistic workflow with the implementation of intruder
lighting system outgrows@ecurity measures and more values added to lives and

properties, are sophisticated, measures, were developed to ensure an intruder lighting

system proof environment as become one of the most interesting aspec
of individual, National and even international concern. There are three procedure)ée
peeple-take to create a home intruder system before adding any special technological
components$ (1) Install exterior lights and include either a timer or a motion detector (2)
Secure all exterior doors and windows with well-built, sturdy locks (3) Trim back trees
and shrubs in the yard, especially around windows a d' doors, Some home intruder
system tasks are easy and fast projects to install ﬁer—%g‘-ﬁaéﬁ&%é—i@can offer paramount
security.

Looking at trendsof technology’f’ﬁere are different kinds of home intruder systems

one—
teehﬂoiu'gy‘whichvbased on dynamic system protocols, were the basic types of
componentsz1e- ;
i. Wireless Security Alarms A wireless security alarm offers user good coverage.

This suityfer a home intruder system that will stop intruders before looping entrance and
summonjgl; immediately;\t/glsure home protection is-absetutety=sate.

ii. Micro computer based security system

This system senses the presence of an intruder and alerts the user ﬁ/the obstruction
detected.ﬁ also displays the position of the intruder on a screen.

iii. ~ Motion Sensor Lights

h D—IL
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52  Motion sensor lights system make intruders react like a deer in—the headlights. It is
53 difficult to break into a home when there is a spotlight shining down right on user.
54 iv.  Access Control Gates: This technology makes it hard for the intrudemven
55  penetrate property, let alone intoﬁa:)use, by surrounding home with a high fence and
56 installing an access control gate. An access control gate gives specific points of entry
57 onto user properties, and this can be monito‘r/ rom inside [4]. A gate allows u‘szer, %mily,
58 and friends to come and go, but says “NO!” to intruders on @triction based) I-t-’-s-&vhome
59 intruder lighting systemv@g%\f%%gy and that keeps criminals fusther away from family
60 and propertles O,QQ_U\ haned M _9.; M ALXDM
61
62 [The MBILS Dev?ice Framegork
MBILiS an evolutionary interface moduleg that rendqgfull duplex
64 communication using microcontroller device. This will be described in precise using
65 block segmentjs it’s interfaced on framework.

66  Figure 1: An overview of the internals of a MBILS network.

67
68
Lighting module
Duplex
interface on :
Input: Sensors transmission Micro- ﬁn\\
<€ controller g
Send request based on J
. . Systemd/ Layer |
intrusion —
Camera module
76 An Overview of MBILS Components . lox

2|
77\ From the figure 1 above, the microcontroller operating &dlrectlonal mode as seen at the
v

78 | centre of design receiving the input from intelligent sensor as well as output he other

/
79 | peripheral components (camera module and light module). The block diagrams consist oF o*k

80/ three stages, which are: s
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Sensor Module

The sensor module consists of the touch sensor, the light detector and the darkness
detector. Each of these alarm sensing units makéup the different type of intruder
detection system incorporated in this design.

The input transducers (sensors) vary their resistance and in most caseﬁ/ voltage divider is
used to convert this to a varying voltage. The voltage signal in this design,ﬁee‘}/ s an input

into a NPN (C945) transistor switch [5].

Selection of resistor value ‘g W
The output voltage depends on resistor (R) values. Using ato find the

minimum and the maximum values of the sensor’s (LDR) resmtancengm*RmaXE

In this context: Rmin = 1.50Kohm aunch. Ec,\),«j,\m( {)

o R

Since the MBILS is capable of monitoring three different intruder positions, the above

design was repeated three times to serve as input to the parallel port status pins.

The transnsW— \}\J\J\N R \/ . Ra EW (L)
o = (VIRRR/(R 1+ R2) Vak = ,_::T (2
2

N+—=-5v; Thus, in darkness: R/L +

MMW@ R, =560 131
=201 g V=SV, s = gt AR oA s TR0
Vo =496 ot oot Uk = W, 26V

This increases the base current that drives the transistor to saturation.

In bright lighty \)+ Dow&\Q'i =l FAOPTE sk By = A5 Q. .
Vout=-5%09-5/4-Fx10>+9- Lor Vp ¥ =004V

 J

Microcontroller (AT89C51)C9\gplex mode:




108 ) Thesdesign specification for this design is AT89CS1, an integrated circuit programmed
109  with an universal programmer to receive input signals and relating it to other interfaced

110  sub-module attached to it for thgzorresponding signals output [6].

111 Figure 2 showing Pin description of 8051/AT89CS51 microcontroller

‘Provides
+5V supply |
voltage to |
the chip

| A total of 32
pins are set
aside for the

' PO

| four ports PO, 13 f] € i
| Pl, P2, P3, \ K051
L where each g

port takes 8 1 (8031) .

pins i (RO4200)

(2) Make_ Joason p&a«-/nz

113



114
115

@
117
118

- 119

120

121
122
123
124
125

126

o B ?

Extemal
Intermupts

. ROM
| for code

sind] 1apmo.)

POPLIP2P3 TXD RXD
e

AddressiData

D - 7
The Serial ports interrupt: SNOGNA’EA wJC.m .

MBILS will receive ‘R’ data byte then a bit will be set to 1 in the SCON pegister and if to

transmit data type ‘X’ then will be witted and interru en set in SCON. The external as

pt
v
INT 1 are used by external CKT. It can be configured to either X’ mission actionist or the

external depending upon value at the units.

MBILS cycle and crystal frequency

¢
The__s‘pd in the design has an on-chip oscillator and also requires an external clock

— Lh most _ )
to run 1t&kﬁﬁ-case4a quartz=crystal oscillator is connected to inputs XTAL1 (pin 19)
and XTAL?2 (pin 18). The quartz=crystal oscillator connected to XTALI and XTAL?2 also
needs two capacitors of 33 pF value interface. One side of each capacitor is connected to

the ground as shown in Figure 3a and 3b respeetively-

net
cloan
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AT89C51

12MZ Crystal

|T— XTAL2 s |
- XTAL1 ,, ,
’—‘t od T
= e, 7 £
Figure 3a: Crystal Oscillator Figure 3b: Crystal Oscillator

To determin@ BMONS cycle for compactable chips as follows If XTAL = 11.0592MGZ

For (a) AT89C51 :- 1/11.05952MGZ = 90.42 nanoseconds (ns)

Therefore MBILS cycle = 12 X 90.42 ns = 1.08@"‘ o

1 X 90.42ns = 90.42ns
4 x 90.42ns = 361.68ns

It must be noted for this design abewt various speeds of the 8051 family. Speed refers to
the maximum oscillator frequency connected to XTAL‘.;[ngs,t:nce, a 12-MHz chip must be
connected to a crystal with 12 MHz frequency or less. Likewise, a 20-MHz
microcontroller requires a crystal frequency of no more than 20 MHz to function well.
When the 8051 19 connected to a crystal oscillator and is powered up, the frequency from
the pin XTAL2 wu-&/é]-clearly observed over oscilloscope.

For this reason the experiment deduced that “almest=is~that-the number of machine
cycles it takes to execute an instruction is not the same for the AT89CS51 anfSSQ(ﬂxO
chips as narratec‘lj/']vr
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Lighting Module

Relays are made up of electromagnet material and a set of contacts generally based on
Single Pole Double Throw (SPDT) or Double Pole Double Throw (DPDT) switching
method. It has 3 pins to perform functions

COM = Known as Common, always conneclff(g NC; it is the moving part of the switch.
NC = Known as Normally Closed, (COM) is connected to this when the relay coil is off.
NO = Know as Normally Open, COM is connected to this when the relay coil is on.

The light device was connected to relay device interfaced with microcontroller with port
0 (P3.2). Relay will receive high and low signajfrom the microcontroller to enablevopen
and close output terminal. This interface module as shown in figure 5 indicateymono-

directional communication with microcontroller AT89C51

Mizrzeordrofler

Display Camera Module
The camera display module is made up of intelligent 4.5 pixies to display the point of
intrusion from camera view. The display unit is used in the design to make it easy for

security operatives and users using the system to locate the intruder position.



173 Power Supply Transmission M(:?(L
174 The step-down transfor mer used transformation i C signal, bridge=rectifier diodes was

175  used as rectification, capacitors used as filter by allowing AC componentto passg by

176  block DC component and lastly, a voltage regulator‘/used to regulate output ée=voltage to

ok +5&/ Atmel AT89551
178 for processing
A
Power Unit
Splitting Layer » Lighting system

A

Camera Mode
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206 [‘)qgendent Resistor ](LDR) interfaced to an NE555 timer to detec

207

Do not Maoe Wmemcon
Benefit of MBILS Device g,‘f/@@ oL : S‘%&”A’
The MBILS helps detect unauthorized entry onto a target environment. The system sends
a signal to central processing and monitoring cen%en activated. The processing and
monitoring cent{e%»provide 24/7 service and will alert owner, security unityand other
authorities on the nature gﬁﬁvasion scene [4,8].
DESIGN ANALYSIS
The design methods and then analysis employed in the design of the microconfroller
based provided duplex communication between input and output. These analysﬁ:’s are
required to make the correct choice of component values for effective performance. The
analysis is divided into modules namely
1. The power supply module
ii. The light detector module "
iii. The darkness detector module P ‘\: i
1v. The processor module
v. The camera module

Design of the Light Detector Module

The design of the light=detector module was achieved using an*LLDR interfaced to an
NES5S55 timer to detectt,\%?esence of light in the dark environment. When an intruder
flashes a light device in the restricted zone, the LDR resistance decreases and the NES555
is triggered through pin 2 and then sends out an output through pin 3 to the
microcontroller pin as a high signal.

The light detector detects an intruder either trying to open a door in a secured area kept in
darkness; therefore, once light is detected, this will trigger or activate the camera to snap
image at the scene and initialize video stream with support of activated lighting module
to ensure clear image detection over active camera%ﬁown in figure 4).

Design of the Darkness Detector Module

The design and implementation of the darkness detector unit was achieved using&_}_iigb_t_
EQI bsence of light. When

an intruder obstructs a lighting point or casts a shadow to block light falling on the sensor
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in the activated area, the wal=be camera #-activated and the display-screen displays the
zone where the intrusion is coming from [9].
Design of the Processor Module )
The design of the processor unit was achieved using AT89C5}Snicr0controller. The
processor unit takes care of taking the signals from the sensors and activating the camera
ané=display to show the point of intrusion or enable lighting system for clear vision or
illumination of the target environment. This makes it easy for the intruder to be caught.
The Processor unit controls the overall function of the system since it takes the signals
from the sensor inputs and determines the necessary action to take by showing the zone
of intrusion points and also directing the authority in modality to apprehendimg the
criminal by giving away the position of the criminal scene [8],[9].
The Software Design Module i
This %‘8; written M Clanguage and é’contains the bearer’s interigon. Wit
pasticular.reference to this research werk; The edsenee of this program is to control vhrelr

of the sensors, camera and light device.” The softwar development was
executed in the following phases [10],[12]; MAUW\L '2

i. Writing of the source code in C language.

ii. Compiling the source code using Keil micro-vision compiler.
iii. Programming the microcontroller with the output hex file from the compiler using

Unipro Universal programmer.

Discussion

During the design and construction of this project, testing was carried out at different
stages to determine if the resultfobtained at each stage met the desired output. Then phase
medule-of the sub-system module was built and tested for durability, efficiency, and
effectiveness and also v,ascertain if there is need to modify this design. The system was

first assembled using a breadboard. All components were properly inserted into the

breadboard from whence some tests were carried out at various stages. ( PM
 SHw
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237  Figure 4: Diagram above showing internal structure of sensors, camera and light device
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Conclusion and Recommendation

MBILS devicejare 1nstalled in buildings to protect human being and properties. When:
lighting and camera has_heen triggered, a captured image from the camera is needed for
investigation. Normally, the authority must semla_,lefastlng pane]gto capture the intruder
using security protocol at their disposal-On the other hand the device can serve as energy-
saving device for situation when light wljbe used and customize energy-consumption
patterns gff when necessary) using intrusion automation to activateff light in the
environment.

This project has basic steps taken in the design and construction of automated lighting

system in an electrical/ electronic workshop, houses, officeé@stltutlorg etc these places
which are well equipped, model for students of electrlca]/electromcs to enhance and OQ,G—G/D
impact in them adequate knowledge on the various electrical devices and components
installed .

Therefore, this research has implored the use of both hardware and software to bring
about the project entity. Going through the planning, flow process, design and software
implementation the system had extensive prototype but there are multiple numbers of

security systems, are available to protectimg life and properties likewise energy-saving
devices for electrical and electronic§ systemd work is required to develop -
extension link for adaptive alert module and '%mk intrusion but this wilIL&mﬂ\a
additional cost and resources for Mé’rade using Atmel AVR ATmegal6

microcontroller.
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