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Method Article
Design of Microcontroller based intruder lighting system (BMBILS)

Abstract

The microcontroller based intruder lighting systesman intelligent systenthat which
appliesto automated lightingsystemsin homes, offices, industries, military zones etc.
The research will feature design microcontrollesdzhintruder lighting system that will
activate light in environment in the presence ofrdruder and inform the user about the

coordinate position of the intruder.

The microcontroller AT89C51 and other electronisigas were employeidr the above-
mentioned purposee-actualze-mission-stated-abevEhe interfacing layer will make use
of bi-directional communication. The sensoegjards ??7s input device andght
dependent resistor (LDR) ?will receive the signal when the intruder obstragnal
path while the control program will translate thexeived signal from the sensors to
useful information and activate lighting system asamera. The camera will capture
image of intruder andafe saveto external memory. The design is to achieve gnerg

saving techniques and increase security strengidrgét environment.

Keywords: Intruder, Light dependent resistor, bi-directiorm@mmunication, control

program

I ntroduction

There are various research works on intruder systemdifference technoelogywith
different technologie§l]. This design of microcontroller based intrudgstem is based
on the simple Boolean logic concept that a senswitch contacts can be either open or
closed [1].
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The need to secure home, industries and otheedefabperties has been a major priority
of-our-targetsince then, an aggressive development of techgofothe area of security
has exponentially been driven to today’s trend.

A system cannot have high assurance if it has gecurity and requirements in its
design. For maximum assurance, systems will lolyicaiclude security protocol
requirement, as well as availability, reliabilityich robustness requirements to satisfy
prototype system design [2].

The intrusion techniques required logistic persasrkflow in the environment where
intelligent device is planted to measure Securitigl@e or tendency of activating nearby
light in a matter of obstruction. Recently, it hbscome one of the most interesting
aspects of individual, national and even intermaticconcern. There are three procedures
to initiate a home intruder system before integ@@ny technological component: (1)
Install exterior lights and add either a timer anation detector device (2) Build security
at all exterior doors and windows with strong lo€8¥ Trim and cut down trees that may
cause obstruction especially around windows andsdddany home intruder system
tasks are easy and simple projects to install wbahoffer paramount security [3].
Looking at trends of technologies, there are d#ifeikinds of properties invader systems
which are based on dynamic system protocols, fachvthe basic types of components
are:

I Wireless Security Alarms A wireless security system that offers user broad
coverage. This suits a home intruder system th#t skop intruders before gaining
entrance and summon for help immediately to ensanee protection.

I. Micro computer based security system

This system senses the presence of an intruderkent the user of the obstruction
detected. It also displays the position of theud#ér on a screen.

Ii. Motion Sensor Lights

Motion sensor lights system make intruders reda b deer with headlights. It is
difficult to break into a home or an office whemté is a spotlight shining down right on

user.
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iv.  Access Control Gates: This technology makes it hard for the intruderreve
penetrate property, let alone into an office ooade, by surrounding environment with a
high fence and installing an access control gate.aécess control gate gives specific
points of entry and exit onto user properties, #iglcan be monitored from inside [4]. A
gate allows user, like family, co-worker and friertd enter and exit, but says “NO!” to
intruders on restriction. A home intruder lightigystem saves energy and keeps

criminals further away from private or public propes.

The MBIL S Device Framewor k

Microcontroller based Intruder lighting syste@®MBILS) device is an evolutionary
interface module that renders full duplex commuindcausing microcontroller device.
This will be described using block segments adgrtsrfaced on framework.

Figure 1. An overview of the internals of a BMBILS network.

Duplex Lighting module
interface on
Input: Sensors transmission Micro-
<€«——> controller | €E————>
Send request based on System
intrusion Camera module

An Overview of DMBILS Components

From the figure 1 above, the microcontroller operde bi-directional mode as seen at
the centre of design, receiving the input fromlirgent sensor as well as the output from
the other peripheral components (camera moduldighidmodule). The block diagrams
consist of three stages, which are:

Sensor Module
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The sensor module consists of the touch sensorjighe detector and the darkness
detector. Each of these alarm sensing units makeshe different type of intruder
detection system incorporated in this design.

The input transducers (sensors) vary their resistamd in most cases, voltage divider is
used to convert this to a varying voltage for ation. The voltage signal in this design
feeds as an input into a NPN (C945) transistorciwj].

Selection of resistor value

The output voltage depends on resistor (R) valusgig an ohmmeter to calculate the
minimum and the maximum values of the sens@f3R) resistancesRmi, andRmyax:

In this context: Rin = 1.50kQ kehmand R, = 560k kehm

which givesR = /RyinRmax R=—RMIFFRMA). ..., Egquation(1)
Since the MBILS is capable of monitoring three eliéintintrudersfrom coordinate point,
the above design was repeated three times to exprdee input to the parallel port status
pins.
Thetransistor input state
VxR Equation (2)
{(Ru+Ry)
Taking Vi, =5V, Ri4.7 . 16 Q and R560. 16Q
We obtainVy,: = 4.96V
This increases the base current that drives tihsistar to saturation.
In bright lights we have R=4.7 . 16 Q and R=9.5. 16Q
S0 Ve = 0.01V

Microcontroller (AT89C51) duplex mode:
The specification for this design is AT89C51, ategrated circuit programmed with an

VinR;
R1+Ry

Vour =

universal programmer to receive input signals agldting it to other interfaced sub-
module attached to it for its corresponding sigaitput [6].

Figure 2 showing Pin description of 8051/AT89C51 microcontroller
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Figure 3 showsthe Internal registers of 8051/AT89C51 microcontroller
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The 8051 family used in MBILS design is charactdizvith Serial Control (SCON).
This canbe configure data bit (address bit) and baud ratevbiyng an SFR to write ‘X’

a value to serial port and set port mode to 1 ad I®FR to read ‘R’ a value to serial port
and set port mode to 1. The external as INT 1 aed by external CKT. It can be
configured to either X’ mission actionist or theemxal depending upon value at the units
[7,8] 18]

MBILS cycleand crystal frequency

The microcontroller used in the design containscloip- oscillator and also requires an
external clock to run itin most casgesaquartz-crystal oscillator is connected toputs
terminalsXTAL1 (pin 19) and XTAL2 (pin 18). The quartz-crgstoscillator connected
to XTAL1 and XTALZ2 pinswhich requirel-two capacitors of 33 pF value interface. One

side of each capacitor is connected to the grosrghawn in Figure 4

AT89C51

12MZ Crystal

XTAL2

XTAL1

Ll

Figure 4. Crystal Oscillator

To determine BMONS cycle for compactable chipsadiewv. If XTAL = 11.0592MGZ
For (a) AT89C51 :- 1/11.05952MGZ = 90.42 nanosesding)

Therefore MBILS cycle = 12 X 90.42 ns = 1.085us
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1X90.42ns =90.42ns
4 x 90.42ns = 361.68ns

It must be noted for this designs various speedh®B051 family. Speed refers to the
maximum oscillator frequency connected to XTAL (§&rf Oscillator). For instance, a
12-MHz chip is required to be connected to a ciysith 12 MHz frequency or less.

Likewise, a 24-MHz microcontroller requires a cajstrequency of no more than 24
MHz to function well. When the 8051 is connecteatorystal oscillator and is powered
up, the frequency from the pin XTALZ2 is clearly ebg&d over oscilloscope for its

performance.

For this foresight the experiment deduced thatriln@ber of machine cycles it takes to
execute an instruction is not the same for the eomntroller AT89C51 and DS89C4x0O

digital signal processing chip as narrated iRfg1.

Lighting Module

Relays are made up of electromagnet material a&d af contacts generally based on
Single Pole Double Throw (SPDT) or Double Pole Oeukhrow (DPDT) switching
method. It has 3 pins to perform functions

COM = Known as Common, always connected to NC piis; tthe moving part of the
switch.

NC = Known as Normally Closed pin, (COM) is connectedhis when the relay coil is
off.

NO = Know as Normally Open pin, COM is connectedhis tvhen the relay coil is on.
The light device was connected to relay devicerfated with microcontroller with port
0 (P3.2). Relay will receive high and low signalrr the microcontroller to enable to
open and closthe output terminal. This interface module as showfigare 5indicates

mono-directional communication with microcontrol&f89C51.
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Figure 5 Bisplay-Camera/Light Modules

The camera display module is made up of intelligeBtpixies pixels ??710 display the
point of intrusion from camera view. The displayitus used in the design to make it

easy for security operatives and users using tetesyto locate the intruder position.



173 Power Supply Transmission Model

174 The step-down transformer was used for transfoonmatif AC signal, bridge rectifier
175 diodes was used as rectification, capacitors usddter by allowing AC components to
176  pass by block DC component and lastly, a voltageledor was used to regulate output
177  to voltage to +5 V [11].

178

179  Figure 6 shewn Power Configuration to sub-systems

180

Atmel AT89S51

for processing
A

Lighting system

Power Unit

Splitting Layer

A

.| Camera system
Lad

A 4

Camera Mode




181  Benefit of BMBIL S Device

182 The MBILS helpsdetectingunauthorized entry onto a target environment. $ysem
183 sends a signal to central processing and monitodagtre when activated. The
184  processing and monitoring centre provide 24/7 serand will alert owner, security units
185 and other authorities on the nature of invasiomed¢&G;f12].

186 DESIGN ANALYSIS

187 The design methods and then analysis employedendésign of the microcontroller
188  based provided duplex communication between inpdtautput [13]. Thesanalysesare
189 required to make the correct choice of componehtegafor effective performance. The
190 analysis is divided into modules namely

191 i. The power supply module

192 ii. The light detector module

193 iil. The darkness detector module

194 iv. The processor module

195 V. The camera module

196 Design of the Light Detector Module

197 The design of the light detector module was aclidaev&ng a Light Dependent Resistor
198 (LDR) interfaced to an NES555 timer to detect theegence of light in the dark
199 environment. When an intruder flashes a light devit the restricted zone, the LDR
200 resistance decreases and the NE555 is triggeredghrpin 2 and then sends out an
201 output through pin 3 to the microcontroller pinaaigh signal [14].

202  The light detector detects an intruder either fgyim open a door in a secured area kept in
203 darkness; therefore, once light is detected, thlistrgger or activate the camera to snap
204 image at the scene and initialize video stream wufpport of activated lighting module
205 to ensure clear image detection over active caa®(ahown in figure 4).

206 Design of the Darkness Detector Module

207 The design and implementation of the darkness teteait was achieved using a Light
208 Dependent Resistor (LDR) interfaced to an NE55%tito detect the absence of light.

209  When an intruder obstructs a lighting point or sasshadow to block light falling on the
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sensor in the activated area, the camera will beaded and the screen displays the zone
where the intrusion is coming from [[1415].

Design of the Processor M odule

The design of the processor unit was achieved uain9C51 microcontroller. The
processor unit takes care of taking the signals filee sensors and activating the camera
to show the point of intrusion or enable lightingtem for clear vision or illumination of
the target facility [16]. Therefore it makes it gd®r the intruder to be caught. The
processoiunit controls the overall function of the systemmcs it takes the signals from
the sensor inputs and determines the necessapnactitake by showing the zone of
intrusion points and also directing the authonitymodality to apprehend the criminal by
giving away the position of the criminal scene [17]

The Software Design Module

This program is written ifC language and it contains the bearer’s intenside dim of
this program is to control the sensors, camera lggid device [18]. The software
development was executed in the following phases;

I. Writing of the source code in C language.

ii. Compiling the source code using Keil micro-eisicompiler.

lii. Programming the microcontroller with the outpuex file from the compiler using

Unipro Universal programmer.

Discussion

During the design and construction of this projeéesting was carried out at different

stages to determine if the results obtained at staaie met the desired output. Then the
sub-system module was built and tested for dutgp#fficiency, and also to ascertain if

there is need to modify this design. The system fivasassembled using a breadboard.
All components were properly inserted into the Hiesmrd from whence some tests like
(reliability, performance evaluation and servicep@nse test) were carried out at various
stages.

Figure 7. Biagram-abeveshewing internal structure of sensors, camera and light device
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In figure 6 abeve the sensor is used as input signal while cameéta depends on
illumination of the environment to capture image infruder and store in external
memory to compensate alert signal at the secuniityfar further investigationkother
way round The other way aroundhis is efficientto for safe energy usage because light
system in environment whetieere is no human or intruder passagwill remain off till

the systemiletectsobstruction on sensors path.

Figure 7. MBILS Circuit Diagram
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The figure 7 is used to construeMBILS device shown in figure 6 therefore further
modifications can improve our design by improvising motion detector device with

Sensors.



255  Conclusion and Recommendation

256 MBILS devices are installed in buildings to protéectman being and properties. When
257 lighting and camera is triggered, a captured im&gen the camera is needed for
258 investigation. Normally, the authority must setiopesting panels to capture the intruder
259  using security protocol at their disposal. On ttteeo hand the device can serve as energy
260 saving device for situation when light has to beduand customize energy-consumption
261 patterns when necessary, using intrusion automatiactivate light in the environment.
262  This project undergoes sequential experimentafdesnd construction. These included
263 power unit, controller unit, input and output whidilas gives room??? to use
264  microcontroller to solve problems in workshop, hesjsoffices, etc. Further work is
265 required in aspect of casing and portability.

266  Therefore, this research work has involved the afsboth hardware and software to
267 bring about the project entity. Going through theility planning, flow process, design
268 and software implementation the system had extensigtotype but there are multiple
269 numbers of security systems which are availablpratect life and properties likewise
270 energy-saving devices for electrical and electr@ystems. Future work is required to
271 develop extension link for adaptive alert moduld anreless network intrusion but this
272 will having additional cost and resources for fetuupgrade usingAtmel AVR
273  ATmegal6 microcontroller.
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