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Method Article
Design of Microcontroller based intruder lighting system (MBILS)

Abstract

The microcontroller based intruder lighting systsnan intelligent systemwhich applies

to automated lightingsystemsin homes, offices, industries, military zones eite
research will feature design microcontroller basewiuder lighting system that will
activate light in environment in the presence ofrdgruder and inform the user about the

coordinate position of the intruder.

The microcontroller AT89C51 and other electronisigas were employeidr the above-
mentioned purposerhe interfacing layer will make use of bi-dirertal communication
in which the sensors is used as input device teivecsignal when the intruder obstruct
signal path while the control program will transldhe received signal from the sensors
to useful information and activate lighting systamd camera. The camera will capture
image of intruder andaveto external memory. The design is to achieve greaying

techniques and increase security strength of tamgatonment.

Keywords: Intruder, Light dependent resistor, bi-directiorm@mmunication, control

program

I ntroduction

There are various research works on intruder systeitin different technologies that
focus on securities, and energy saving pattgthsThis design of microcontroller based
intruder system is based on the simple Booleancl@gincept that a sensor’'s switch
contacts can be either open or closed for sigralgasing and control [1].

The need to secure home, industries and otherecelptoperties has been a major
priority, since then, an aggressive developmertiedfinology in the area of security has

exponentially been driven to today’s trend and stesy cannot have high assurance if it
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has poor security and requirements in its design.rkaximum assurance, systems will
logically include security protocol requirement, &sll as availability, reliability and
robustness requirements to satisfy prototype systsign [2].

The intrusion techniques required logistic persasrkffow in the environment where
intelligent device is planted to measure Securitigl@e or tendency of activating nearby
light in a matter of obstruction. Recently, it hbscome one of the most interesting
aspects of individual, national and even intermaioconcern. In this study, three
procedures will be highlighted which regards asi§icant factors required to initiate a
home intruder system before integrating any teatgiodl component: (1) Install exterior
lights and add either a timer or a motion detedtrice (2) Build security at all exterior
doors and windows with strong locks (3) Trim and down trees that may cause
obstruction especially around windows and doorsnylaome intruder system tasks are
easy and simple projects to install which can gii@amount security [3].

Looking at trends of technologies, there are défifeikinds of properties invader systems
which are based on dynamic system protocols, faclwthe basic types of components
are categorized as follow;

I Wireless Security Alarms A wireless security system that offers user broad
coverage signal strength therefore, suits a hormmader system that will stop intruders
before gaining entrance and summon for help imntelgi#o ensure home protection.

ii. Micro computer based security system

This system senses the presence of an intrudemken the user of the obstruction
detected in the area. It also displays the posaidhe intruder on a screen.

Ii. Motion Sensor Lights

Motion sensor lights system make intruders reda b deer with headlights. It is
difficult to break into a home or an office whemté is a spotlight shining down right on
user.

iv.  Access Control Gates: This technology makes it hard for the intruderreve
penetrate property, let alone into an office ooade, by surrounding environment with a

high fence and installing an access control gate.aécess control gate gives specific
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points of entry and exit onto user properties, #md can be monitored from inside
therefore, the gate allows user, like family, corkar and friends to enter and exit. A
home intruder lighting system saves energy and kezpninals further away from

private or public properties [4].

The MBILS Device Framework

Microcontroller based Intruder lighting system (MBIl device is an evolutionary
interface module that renders full duplex commutngca using microcontroller device
and this will be described using block segmentsasiterfaced on framework.

Figure 1. An overview of the internals of a MBILS network.

Duplex Lighting module
interface on
Input: Sensors transmission Micro-
€<—>| controller | € ———
Send request based on System
intrusion Camera module

An Overview of DMBILS Components

From the figure 1 above, the microcontroller opertie bi-directional mode as seen at
the centre of design, receiving the input fromliilgent sensor and transmit to the output
peripheral (camera module and light module). Tlekdiagrams consist of three stages,
which are:

Sensor Module

The sensor module consists of the touch sensorlighe detector and the darkness
detector and each of these alarm sensing units snajxehe different type of intruder

detection system incorporated in this design.
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The sensor can be activated at the close contatheofobject which varies internal
resistance of LDR and voltage divider is used tmveot the varying voltage for
activation therefore, the voltage signal in thisige feeds as an input into a NPN (C945)
transistor switch [5].

Selection of resistor value

The output voltage depends on resistor (R) valbesefore its is required to use
ohmmeter to calculate the minimum and the maximaines of the sensor’s resistances
Rmin @Nd Rmax

In this context: Ri, = 1.50kQ and R,ax = 560k

Which givesR = \/RyinRmax <+ vveveeneeneeenene (1)

Since the MBILS is capable of monitoring three @liéntintrudersfrom coordinate point,
the above design was repeated three times to exrdee input to the parallel port status
pins.

Thetransistor input state

VinR>

Vyur = S e, )

R1+R;

Taking Vi, =5V, Ri4.7 . 16 Q and R560. 16Q

We obtainVy, = 4.96V

This increases the base current that drives tinsistar to saturation.

The light will change with respect to object distanherefore, brighten lights as the
person walk along the passage or coverage arehaweR=4.7 . 1§ Q and R = 9.5.
10°Q

S0 Vot = 0.01V

Microcontroller (AT89C51) duplex mode:

The specification for this design is AT89C51, asweh in figure 2. The microcontroller
used has 32 bits I/O ports, 4 interrupt, 128 ROM 28MB RAM with 2 timers generally
classified as 8051 family which can be programmédis chip (AT89C51) was



111  programme to receive input signals and transmdther interfaced sub-module attached
112 [6].

113 Figure 2: showing Pin description of 8051/AT89C51 microcontroller
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+3V supply

——

al 1'nliugu to
o 8051 Pin Diagram [} the chip
== P | Al Ve
A total of 32 oo g 3 ¥ g PO (A DO )
ping are sel N =] 3 : =1 ALl ADD)
. . T 4 A 7 Pl (ADE)
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oy Y — () 3 1 raR

=

115  Figure 3: Internal registers of 8051/AT89C51 microcontroller

114
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Interrupts

synduy 1ajumo

' RAM _ }
y ) S . ' |‘

A A

- - F‘EI P1P2P3 TXD RXD

m.-.l. ess/Data
The Serial portsinterrupt:
The 8051 family used in MBILS design is charactdizvith Serial Control (SCON) and
was configured for data bit (address bit) and beaie by writng a SFR to write ‘X’ a
value to serial port then the port mode was sét & read SFR to read ‘R’ a value to
serial port while the port mode was set to 1. Txter@al INT 1 are used by external CKT
and later configured to either X’ transmission #éimdg can also be link to external device
as communication port and the internal registeshicavn in figure 3 [7, 8]

MBILS cycleand crystal frequency

The microcontroller used in the design containscloip- oscillator and also requires an
external clock to run itin most casesaquartz-crystal oscillator is connected toputs
terminalsXTALL (pin 19) and XTALZ2 (pin 18) and therefore niéke requirement used
in the design. The quartz-crystal oscillator coneecto XTAL1 and XTAL2 pins
coupled with two capacitors of 33 pF value. One 23l each capacitor is connected to

the ground as shown in Figure 4
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Figure 4. Crystal Oscillator

AT89C51

12MZ Crystal

XTAL2

XTAL1

Ll

_|

To determine BMONS cycle for compactable chips aklssponse rate was expressed
bellow; If XTAL = 11.0592MGZ

For (a) AT89C51 :- 1/11.05952MGZ = 90.42 nanosesqind)
Therefore MBILS cycle = 12 X 90.42 ns = 1.085us

1 X 90.42ns = 90.42ns

4 x 90.42ns = 361.68ns

Various time responses can be deduced by calcgleyicle for recommended crystal that
is suitable for MBILS device. Speed refers to thexmmum oscillator frequency
connected to XTAL (Crystal Oscillator) therefore;12-MHz chip is required to be
connected to a crystal with 12 MHz frequency orslesikewise, a 24-MHz
microcontroller requires a crystal frequency of more than 24 MHz to function well.
When the 8051 is connected to a crystal oscillatat is powered up, the frequency from
the pin XTAL2 is clearly observed over oscilloscdpeits performance.

For this foresight the experiment deduced thatriln@ber of machine cycles it takes to
execute an instruction is not the same for the eomntroller AT89C51 and DS89C4x0O

digital signal processing chip as narrated in [[7,9]

Lighting Module
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In the output interface of the design, relays wseduto control bulb that illuminate the
environment and since relay is made up of electgmatamaterial, will received signal
from microprocessor using Single Pole Double Th(8®DT) or Double Pole Double
Throw (DPDT) switching method. Its pin-out interéaconsist of 3 pins to control
switching ON and OFF.

COM = Known as Common, always connected to NC piis; tthe moving part of the
switch.

NC = Known as Normally Closed pin, (COM) is connectedhis when the relay coil is
off.

NO = Know as Normally Open pin, COM is connectedhis tvhen the relay coil is on.
The light (Bulb) was connected to the relay and mmmicate with microcontroller on
port 0 (P3.2). Once the relay receive high andsamal from the microcontroller then
the relay will open and closke output terminals (NO, COM) respectively. This
description in the designed was shown in Figurehiemindicatessingle-directional
communication with microcontroller AT89C51.

Figure 5 Camera/Light Modules

f -
[ — =
_ = '!“ |
. i i
B |2
il .
L:Hl:l MDD

In other part of the MBILS device output interfattee camera display module was used
and its made up of intelligent 4.5 pixels to digpthe point of intrusion from camera
view. The circuit design indicates open terminalpoti for IP camera and its interface

with microcontroller on pin £ 1. Other open ports {6 and R_7) are used to Light



180 Systems. The display unit is used in the desagmake it easy for security operatives
181  and users using the system to locate the intruakstipn.

182
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Power Supply Transmission Model

The design power specification has 220AC (AltemgtCurrent) input from utility or

power grid with 12V/5V (VDC) output voltage. Thewer is made up of 220/12V step-
down transformer was used for transformation of #iGnal, bridge rectifier diodes
IN4141 was used as rectification, capacitors (16ULE, 0.01luf) used as filter by
allowing AC components to pass by block DC compomen lastly, a voltage regulator
LM705 was used to regulate output to voltage td/4&1]. The power produces 12VDC
which used to drive relay only and regulated to &/ drive other interface units (

camera, splitting layer and processing modulehasva in figure 6.

Figure 6 Power Configuration to sub-systems

Atmel AT89S51

for processing
A

.| Lighting system

Power Unit

Splitting Layer

220AC/12/5DVC

.| Camera system
Lad

A 4

Camera Mode
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Benefit of MBIL S Device

The MBILS helpsdetecting unauthorized entry onto a target environment wiith
interior motive to sends a signal to monitoringteeror security unit when ever motion
objects of object detection within the coveragenpolhe monitoring centre serves as
security agent or owner that will receive alertdzhsn intrusion and the design will
capture image of victim and safe in its memory \whigll be available for investigation
where necessary[10,12].

Design Analysis

The design methods and then analysis employedend#dsign of the microcontroller
based provided duplex communication between inpdtautput [13]. Thesenalysesare
required to make the correct choice of componehtegafor effective performance. The
analysis is divided into modules namely

I. The power supply module

ii. The light detector module

iii. The darkness detector module

iv. The processor module

v. The camera module

Design of the Light Detector M odule

The design of the light detector module was acldev&ng a Light Dependent Resistor
(LDR) interfaced to an NE555 timer to detect theesgnce of light in the dark
environment when an intruder flashes a light deviceghe restricted zone, the LDR
resistance decreases and the NES55 is triggeredghrpin 2 and then sends out an
output through pin 3 to the microcontroller pinaaligh signal [14].

The light detector detects an intruder either gyim open a door in a secured area kept in
darkness; therefore, once light is detected, tlilistigger or activate the camera to snap
image at the scene and initialize video stream wufpport of activated lighting module
to ensure clear image detection over active caae(ahown in figure 4).

Design of the Dar kness Detector Module



223  The design and implementation of the darkness teteait was achieved using a Light
224 Dependent Resistor (LDR) interfaced to an NE55%tito detect the absence of light.
225  When an intruder obstructs a lighting point or sasshadow to block light falling on the
226 sensor, will activated LDR, therefore, send sigt@lmicroprocessor and that will
227  activate light module via pin 29 {P7) as shown in figure 11 [14,15].

228 Design of the Processor M odule

229 The design used AT89C51 microcontroller which cane@ LDR and light module
230 purposely to process signal from LDR sensors amdbgied to output module (light and
231 camera module) as a result of change in input Aedcamera will show the point of
232 intrusion or enable lighting system for clear wisiand will illuminate the environment
233 [16]. The microcontroller controls the overall functions of the system sinte
234 communicate all interfaced modules on 1/O portsreftge gives room to received,
235 control and transmit signals under programmed mneutiThe output depends on the
236 changes in input in order to activate output devif@mera and light) through signal
237 processing therefore, microcontroller used in thesigh will enable multiplex
238 communication for LDR, light module and camera [17]

239  Thecamera module

240 IP camera used for MBILS was interfaced with micmicoller to capture image of
241 intruder and depend on LDR status (High or Low)oimer to trigger that camera
242 therefore user can access to stored image by ctimgéice camera with computer system
243 or laptop. The LCD used for the design can onlpldise temperature, and access status
244  (Legal or illegal).

245  The Software Design Module

246  This control program was written in @ogramminglanguage using keil micro-vision
247 ver 4.1.1 software and the source code was conpienerate hex file (output file). The
248 output hex file is the execute file used for chipgramming therefore, universal
249  programmer was used to transfer the executivéHileX file) via unipro driver software
250

251  Discussion
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During the design and construction of this projeéesting was carried out at different
stages to determine if the results obtained at stagie met the desired output. Then the
sub-system module was built and tested for dutgp#fficiency, and also to ascertain if
there is need to modify this design. The system fivasassembled using a breadboard.
All components were properly inserted into the Hiemard from whence some tests like
(reliability, performance evaluation and servicsp@nse test) were carried out at various
stages. Considering design path of camera moduecaptured image was found on
internal memory of the IP camera and could be a&ceeth computer system or laptop

and also accessible using internet protocol iii)://192.168.1.1/html/profilesmgr.html

Figure 7. internal structure of sensors, and light device

In figure 7, the sensor is used as input signalextamera depends on illumination of the
environment to capture image of intruder and storexternal memory to compensate

signal alert at the security unit for further intrgation. The other way arounahis is



268
269

270

271

272

273
274

275

276

277

efficient for safe energy usage because light system in enveonhmherethere is no
human or intruder passaggll remain off till the systentetectsobstruction on sensors

path.

Fig 8 : Indicate Unauthorised Entry with ON Light from Door opening

In figure 8 shown mounted position of MBLIS deviéelab testing was conducted using
light bulb and human intrusion from entry pointgldhe desire output was achieve since
the MBLIS illuminate the environment.

Fig 9: ON state at 25°c on object intrusion
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With
figure 9

indicate current tempeture on the environmentpgperature bellow 25will trigger OFF
the MBILS device while temperatture within®289° indicated normal working range and

a tempeture above 2@ill trigger off the MBLIS device.

Fig 10: MBLS system

In Figure 10, outlook of the MBLIS device connectsih light bulb and 15A socket
outlet

Fig 11: MBILS Circuit Design
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The figure 11 is used to constriBILS device and further modifications can improve

our design by improvising motion detector device instead of using sensor (LDR).
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Conclusion and Recommendation

An MBILS device is designed to security in homesl anffices purposely to protect
human being and properties. When ever light andecans triggered, image will be
captured via camera which will be needed for ingesion. The authority or security
agency must put in-place, recovery personnel ort mosess stored images immediately
alert signal received for further investigation thre intruder. On the other hand the
device can serve as energy saving device for mtuarhen light has to be used and
customize energy-consumption patterns when neggsssing intrusion to automate in
the environment.

This project undergoes sequential experimentagdeand construction. These included
power unit, controller unit, input and output thaere interfaced as a system. This
research can be use to solve problems in workdimyses, offices, etc. Further work is
required in aspect of casing and portability.

Therefore, this research work has involved the afsboth hardware and software to
bring about the project entity. Going through theility planning, flow process, design
and software implementation the system had extensigtotype but there are multiple
numbers of security systems which are availablprtgect life and properties likewise
energy-saving devices for electrical and electr@yistems. Future work is required to
develop extension link for adaptive alert module anreless network intrusion but this
will having additional cost and resources for fetuupgrade usingAtmel AVR
ATmegal6 microcontroller that has high memory foage storage moreso, incorporate

graphics Organic Light Emitting Diode Device (OLCEQr image display .
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